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About Us

We are Unwanted Witness

The Unwanted Witnessisacivil society organization
(CSO) that was established to respond to the gap
in effective communication using various online
expression platforms.

Unwanted Witness was established in 2012 by a group of netizens,

bloggers, activists, writers and human rights defenders as an independent,

non-partisan and not-for-profit civil society organization.

It seeks to create secure uncensored online platforms for activists,
netizens, bloggers, freelance journalists and writers to promote human
rights through writing and informing, educating the citizenry who also
utilize the platform for strengthening free expression and demand for

accountability.
Vision: creating platforms that guarantee internet/ online freedom..

Mission: to contribute to good governance through effective and
efficient internet/ online activism through networking and strengthening

capacities of netizen for collective advocacy and synergy.

% UNWANTED
NE-Y “WiTNEss

"Amplifying Voices, Changing lives"
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Results summary

Index Score.

The key ﬁndings described here are based on a
scorecard analysis of the research data compiled by

Unwanted Witness.

The results show the extent to which different
industrial and business sectors are complying with the
data Protection and Privacy Act, 2019 as well as the

principles and standards of data protection.

The scores vary considerably across sectors/categories,
even within categories. It gives details of what these
companies or organisation are doing or not doing to
protect their users from potentially invasive access to

their personal data.

%35 \ /.28 %80

Practice Robust Data

Is the index score Security being the
highest score for a
category measure/

across all the sectors

Social security having
the highest score
across evaluated

Criteria SREE
The average performance Being the highest performing The highest score obtained
score across all the sectors assessment criteria. across all evaluated areas by a

evaluated

sector




Results Dashboard

Index Score.

Practice Robust AMention‘quantity of
data Security. information shared

and with whom.

Complies with
privacy best practices

Mentions 3rd party
to share personal
data with.

Gives information
to data subjects

. Social security-80% . E-Commerce - 50% . Financial - 36% . Telecom - 35% . Govt Agencies - 35%

Privacy Scorecard

Criteria, action and performance index

Table 1: Score per Parameters of measurement

CRITERIA CRITERIA CRITERIA CRITERIA CRITERIA

How much data was requested
and shared with third parties

i i - - Mentions third parties with .
CQmPheS with Gives information to data whoml ersorl1a| Eatalis i Practice Robust Data
privacy best subject before collection of P Security.

. shared with such as government bodies and
practices data)

law enforcement agencies
during the assessed period

Criteria

ACTION ACTION ACTION ACTION ACTION

An Accessible and Rights of data subjects as Must mention third Their websites and (A Transparency

Noticeable Privacy Policy) provided by DPPA 2019 parties in their privacy apps should be secure Report.)-

: n n _ “ “
o
=
8
5
€
8 547 35% 19% 66% 0%
&
EXPECTATIONS
An Accessible and Rights of data subjects as Third parties should be They should mention how Transparency report.

Action

Noticeable Privacy Policy) provided by DPPA 2019 mentioned they safeguard user data in

their privacy policies.
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Overall

index

score

A very low score card performance (35%) is evident, a clear indication that most organisations are

struggling with data protection compliance.

Highest compliance is observed for “Practice Robust Data Security” as well as “Complies with

35% privacy best practices”. E-commerce, Financial and Telecom services register highest compliance

Practice Robust
Data Security.

Complies with
privacy best
practices

to data subject

data)

66% 54% 35%

Just over half of companies/Organisations evaluated practice
robust data security, evidenced with a good SSL server test
results (A+, A or B), and having essential security headers.
However, in some cases, this is normally compromised with

existence of trackers.

A sizeable number of companies have no SSL certificates,
report poor SSL server test results with no essential security

headers, making them highly vulnerable to attacks.

A good number of organisaztions assessed have trackers
on their websites sending data to companies involved in

online advertising namely; Facebook, Inc. and Alphabet, Inc.

(Google).

Practice Robust ~ Complies with E

Data Security. privacy best :

practices .

Overall .
index .
score :
35% .
66% 54% .

The most abused three privacy criteria, i.e.., those with
the least score across all categories of programs include:

giving information to data subjects before collection of

data (Rights of data subjects as provided by DPPA 2019)

Gives information

before collection of

levels. Government and insurance are also cited for practicing robust data security.

Mentions third How much data was
parties with whom
personal data is

shared with

requested and shared
with third parties such
as government bodies
and law enforcement

agencies during the

assessed period.

19% 0%

Common themes for data privacy best practices being a
noticeable and accessible privacy policy at the footer of
company and organisation websites, which disclose the rights
of the data subjects. However, this is not consistent across all
companies. In a few instances, we see the existence of privacy
policy, but it may not be accessible, for example, the case of
ICEA. Also, some players do not provide a complete list of
the rights to data subjects, opting to provide a few options.

This incompleteness of information may be interpreted as a
lack of respect to rights of data subjects and limits the control

a data subject has over his information once it is transferred.

Mentions third How much data was

parties with requested and shared
whom personal with third parties such
data is shared as government bodies

. and law enforcement

agencies during the
assessed period.

35% 19% 0%

mentioning third parties with whom data is shared and

disclosure of how much data is provided to third parties

including Government and law enforcement

Non-disclosure of the above makes data prone to misuse



and exploitation and may be interpreted as a lack of
respect to the rights of data owners. E-commerce Social
Security, and to a small extent financial services players

stand out for highest compliance to giving information to

Privacy Scorecard Report 2021 [ |

E-commerce and Social Security specifically disclose a
whole range of the rights of the data subjects. Financial
services performance on these aspects is worrying given

that that they hold huge volumes of sensitive customer

data subjects before collection of data, hence adherence  data.

to the rights of data subjects as provided by DPPA 2019.

Social security, and companies within the retailing/e-commerce sectors uphold the highest data protection
standards. Financial and Telecoms have fair data protection practice, though the scale of practice is below

expectation.

Social
security

80%

Financial

Go\ Insurance ‘

services

Retail/

e- commerce

50%

Private
hospitals

Telecom
services agencies

35% 2%

services

36%

23% 0%

Government agencies and Insurance companies are on the tipping edge to vulnerability, while health facilities

exhibit worst levels of vulnerability in compliance to data protection standards.

—
Comparatively, more sectors registered relatively good scores for practicing robust data security. Telecoms and
social security lead the pack (100%), followed by government agencies, e-commerce, financial services and

insurance services.

100% [100% | 75% | 67% | 60% | 57% | 0%

Social Telecom Government E-commerce Financial Insurance Private
security services agencies services services hospitals

Health services record lowest performance for robust data security.

Social security (100%) and E-commerce (83%) recorded the highest score for compliance with privacy best

practices. Followed by financial services (80%). Telecom and insurance service are slightly above average.

Complies with 100% 83% 80% 50% 43% 25% O%

privacy best

practices Social E-commerce  Financial ~ Telecom Insurance Government  Private
security services  services services agencies hospitals
5 4% Government and Private hospitals registered the least scores for a robust data security.

www.unwantedwitness.org
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Social security(100%) and E-commerce (67%) recorded the highest score for compliance with giving

information to data subjects before collection of data. Followed by financial services (40%).

100% 67% 40% 25% 14% 0%

Social E-commerce Financial Telecom Insurance Government
security services services services agencies
° .
35% There are slightly below average scores for Telecoms (25%).

o

0%
Private

hospitals

Insurance services, Government and Private hospitals are notably weak on providing information to data

.subjects

Transparency is an issue for all sectors.

How much data was
requested and
shared with third
parties such as
government bodies
and law
enforcement

CECQEELIIEAGE No immediate evidence of compliance across all sectors.
assessed period.

0%

E-commerce  Financial  Telecom Insurance Government  Private
services services services agencies hospitals

Summary of scores

Table 2: Summary of scores

How much data was
requested and shared with
Practice Robust Data third parties such as
Security. government bodies and law
enforcement agencies
during the assessed period

Gives information to Mentions third parties
data subject before with whom personal data
collection of data) is shared with

Complies with privacy

best practices

SOCIAL 100% 100% 100% 100% 0%
SECURITY
m g% 67% 3% 67% o%

FINANCIAL
o o % 0% 0%
TELECOM 50% 5% 0% oo .

SERVICES
GOVERNMENT 25% 0% - . -

AGENCIES

10

INSURANCE 43% 14% 0% 57% 0%
SERVICES
PRIVATE 5 o 9
HOSPITAL 0% 0% % % o

Social
security

80%

-
o
-,
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Part 2: A benchmark across other African countries
where some of the assessed companies operate.

In some countries we see a more robust private policy
document compared to others.

An evaluation of the performance of some of the
assessed companies across different countries clearly
shows a preferential treatment for selective countries.
This is evidenced from of the noticeable variations in
length of privacy policies as well as the number of rights
that users are exposed to. This is a case of practicing

inconsistences in exercising private policies.

To augment the argument, further analysis was done on
the length of words in the respective policy documents,
and we see that the fewer the words, the fewer rights
mentioned or not mentioned at all. Questions arise on
why the inconsistence in the practice of the assessed
companies. Privacy policy documents in countries like
Nigeria and South Africa are more robust for most

companies compared to others. It can be argued that

the law and the authorities in these countries are strong

and working.

Airtel, MTN, Stanbic Bank and OId Mutual have
obviously different privacy policies in different African

countries
Different Privacy Policies within the same company

- Jumia and Kikuu has the same privacy policy that

covers all its countries.
- Notably, Kikuu’s privacy policy is the same with Jumia’s

- The policies for both Jumia and KiKUU’s policy were
seen to be ambiguous about data subject’s rights. It
seems only in countries with speciﬁc laws that users will

enjoy certain rights.

Part 3: Common Apps in Uganda &Technology Analysis

It was common to find trackers in all Apps assessed.
Trackers are defined as a piece of software meant to
collect data about you or your usages. Trackers are
known to present different levels of (privacy) intrusion,
ranging from crash reporting, analytics, virtual profiling,
digital identity, targeted advertising and geographical

location of mobile devices.

Some of these apps were seen to be potentially be
dangerous, especially those that have location, profiling
trackers and those requestion permissions, as they have
capabilities to access private user data, could cause fraud
transactions or automated clicking activities that further
cause data depletion for users. Common countries
where these apps come from include USA, South Africa
and China

A sample of common Apps cited in this report include;

- Common Apps in Uganda with location trackers :

Glovo, Safeboda, Bolt and Stanbic bank

- Common Apps in Uganda with profiling trackers
included: Jumia, Safeboda, Bolt, Stanbic bank, Absa
Uganda

Apps such as Jiji.ug, KiKUU, and Airtel are requiring
much more permissions and dangerous permissions
compared to similar app. The table below quantiﬁes the

number of dangerous permissions per App.

Other trackers present them in unsuspicious forms such
as VPN, Phone cleaning, Bible reading, Caller IDs of
caller Apps contacts. Its hard for a user to be suspicious

of the above to have trackers.

www,unwantedwitness.org
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Online Apps mmm

Permission required
Dangerous permissionsrequired

7 4

Telecom Apps _ Cente Moblle

Permission required
Dangerous permissions required 13

Conclusions

It is evident from the results that organisations and
companies in Uganda are struggling with data protection
compliance. Besides having a robust data security and
complying with privacy best practices, all sectors are

weak on most data privacy standards.

Non-compliance has privacy-related effects including
limiting the control a data subject has over his information
once itis transferred, discrimination and potential abuse
by governments, employers, and others; criminal fraud
and identity theft; and social and reputational harms.
For example, Poor scores on tests and scans done on
websites using SSL server tests security headers tool
means that a lot of these websites are susceptible to

different attacks e.g. injection attacks.

Key recommendations

5 8

4Things stand out that could be accelerating the
problem of data privacy:

There is no continuous monitoring and scrutiny of the

environment against issues of data privacy

Compliance to the Data Protection and Privacy Act,
2019 is still slow and in most cases abused because there
is no effective security control, effective monitoring and

auditing done, thus providing multiple loopholes.

Countries with stronger data protection laws and
independent authorities have companies complying to
data protection privacy policies, compared to those with

weaker laws.

1. Companies or organisation to enable the rights for all users whose personal information is held by them.

2. Oblige to data protection regulations where users have a right to access, rectification, data portability, object,

erasure and also restrict use.

3. There is need to ensure that all website operators are familiar with data privacy laws that affect their users.

4. There is need for all sectors to implement and maintain reasonable data security measures.
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Background to the study

Data collection and processing has been a major
concern for the information age where a lot of data is
being generated and processed by state and non-state
actors. Our interconnected world has become even
more pervasive, ubiquitous and prominent. As personal
data has taken an increasing role in all of our lives and
our lives translate ever more into electronic media and
data, the questions of who collects that data, what it is
used for, who it is shared with and what rights we have
over that data are as fundamental to us as any other

human right.

In 2019, Uganda enacted the Data Protection and
Privacy Act 2019 to regulate the processing of personal
data by both public and private entities with the aim of
protecting people and their data from various risks that
could result into not only infringements of the right to
privacy but also other rights such as property rights with

va rying conseq uences.

In this era of unprecedented data collection and digital
surveillance, the data retained by state agencies, stored
on our cell phones, laptops, and especially our online
services is a magnet for government and companies to

profile us, exert power and make profits.

About the Scorecard

The Privacy Scorecard is a monitoring tool used to
provide Ugandans with critical information on how
different data collectors/processors comply with the
Data Protection and privacy Act, 2019 as well as the
principles and standards of data protection, to empower
data subjects to have control over their personal data

and make informed choices.

The scorecard focuses on the law, corporate policies
and practices. It will turn a spotlight on how the policies
of private and public sectors either advance or hinder
the privacy rights of users and it will recognize those
companies or government agencies that buttress and
ensure data protection and privacy best practices. The
idea is to protect data privacy rights of individuals by

ensuring that data collector/processors bring more

Privacy Scorecard Report 2021 [ ]

Data collectors/processors are required to be transparent
about access to and use of personal data, and to respect
our right to privacy and dignity at all times as stipulated
in the data protection law. And some companies are
increasingly meeting those expectations, but there are
still many companies that lag behind, fail to enact best
practices around transparency, or don’t prioritize user
privacy and dignity.

Unwanted Witness has therefore introduced the
inaugural Privacy Scorecard that seeks to encourage
data collectors/processors adopt data protection
best practices, as well as empower citizens in Uganda
to demand for information pertaining to how their
personal data is collected, what it is used for and who it is
disclosed to. At the same time recognise data collectors/
processors that have complied with data protection laws

and best practices.

This Unwanted witness report details what exactly
companies in Uganda are doing — or failing to do —
to protect their users from potentially invasive data

requests from Government and other 3rd Party players.

transparency and accountability to how they use and

divulge people’s data.

The role of The Privacy Scorecard is to provide objective
measurements for analyzing the policies and practices
of major data collectors when it comes to handling data.
We focus on a handful of specific, measurable criteria
that can act as a vital stopgap against unfettered abuse of
user data. Through this scorecard, we hope to galvanize
widespread changes in the policies of private and public
data collectors to ensure that citizen’s digital lives are
not subject to manipulation, hence safeguarding human

rights and dignity.

www,unwantedwitness.org
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Scorecard criteria

«  Only publicly available privacy policy positions can
qualify for credits in this Scorecard. Privacy positions,
practices, or policies that are conveyed privately
or internal corporate standards, regardless of how
laudable, are not factored into our decisions to award

organizations/companies’ credit in any category.

+  Requiring public documentation serves several

purposes.

1. First, it ensures that companies cannot secretively
change an internal practice in the future to hoodwink
customers, but must also change their publicly posted

policies—which can be noted and documented.

2. Second, by asking companies to put their privacy
policies and practices in writing, we can examine each
policy closely and prompt a larger public conversation
about what standards these organisations should

strive for.

3. Third, it helps organisations review one another’s
policies around law enforcement access, which can
serve as a guide for start-ups and others looking
for examples of organisations standing up for user

privacy.

« In this scorecard, we strive to offer ambitious but
practical standards. To that end, we only include
criteria that at least one organisation has already
adopted. This ensures that we are highlighting existing
and achievable best practices, rather than theoretical

policies.

+  Eachyear,wereview the criteria we used in prior years
and make any adjustments that may be necessary to
ensure the scorecard is keeping pace with modern
technology policy trends. We intend to analyse five
criteria for this Scorecard.

1. Complies with privacy best practices (An Accessible
and Noticeable Privacy Policy)

This is a combined category that measures companies/

agencies on two criteria:

The company/agency must have a public, published,

14

NOTICEABLE, clear and comprehensive Privacy Policy.
This helps users make informed choices to assess the
privacy and human rights risks they face when using a
particular service. Companies must fulfil this criterion in

order to earn a star.

2. Gives information to data subject before collection
of data. (Rights of data subjects as provided by DPPA
2019)

To earn a star in this category, companies/agencies must
promise to oblige with Section 13 of the DPPA and
inform users clearly at the time of collecting their data

about at least:

+ Who your company/agency is (your contact details,

and those of your DPO if any)

. Why your company/agency will be using their

personal data (purposes)

+ The nature and category of personal data being

collected
«  The legal justification for processing their data;
- For how long the data will be kept;
+ Who else might receive it;

+  That they have a right to a copy of the data (right
to access personal data) and other basic rights in the

field of data protection

+ Their right to lodge a complaint with a National
Information and Technology Authority, Uganda
(NITA-WU);

+  Their right to withdraw consent at any time;

The information may be provided in writing, orally at the
request of the individual when identity of that person is
proven by other means, or by electronic means where
appropriate. Your company/organisation must do that in a
concise, transparent, intelligible and easily accessible way,
in clear and plain language and free of charge. We allow

exceptions for that, to the extent allowed by law.



3. Mentions third parties with whom personal data is
shared with.

Toearnastar,acompany/agency must havea public policy
that ensures users data is not unlawfully disclosed to
third parties as prohibited by Section 35 of DPPA. They
should be clear on how they handle user information, so
that it’s easy to assess the privacy, security, and human

rights risks of using their services.

Organizations tend to not sufficiently disclose what user
information they share and with whom. This has potential
for harm to individuals and to vulnerable communities.
Failure to be open with personal data is shared with
constitutes a betrayal of user trust and lack of respect
for user rights. We allow exceptions for companies/
agencies and third parties that, to the extent allowed
by law, voluntarily share data with law enforcement or
intelligence agencies directly for emergency access, to
report crimes where the company or its customers are
themselves victims, or to share computer security threat

indicators.
4. Practice Robust Data Security.

To earn a star in this category, companies/agencies must
publicly commit to implement data security measures
pursuant to Section 20 of the DPPA. A data is expected
to take all steps to safeguard against unauthorised or

accidental access, processing or erasure to, alteration,

Privacy Scorecard Report 2021 [ ]

disclosure or destruction of, personal data and against
accidental loss of personal data. Data security and data
privacy often go hand-in-hand. Without proper security
protocols in place, it’s impossible for companies/agencies

to guard against threats from outside and within.
All these steps are relevant:

+ The place or location where the personal data is

stored,

« The security measures incorporated into any

equipment in which the personal data are stored,

« The measures taken for ensuring the reliability,
integrity and competence of the personnel having

access to the personal data,

« The measures taken for ensuring the secure

transmission of the personal data.

5. Accountability. How much data was requested and
shared with third parties such as government bodies
and law enforcement agencies during the assessed

period (A Transparency Report)

The company must have published a transparency report
as a sign of being accountable and transparent with
users’ data as required by Section 3 (a)and (f) of the
Data Protection and Privacy Act 2019.

Score card criteria/Categories

In this scorecard study, sectors below were assessed on how government agencies or companies uphold the data

protection standards, and how they instil these standards into products and services to power the data privacy

agendas of all those they touch. These varied and included the following:

1. Financial services 5. Retail/E-commerce

2. Insurance services 6. Telecoms
3. Social security 7. Government

4. Healthcare

www,unwantedwitness.org
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Score card criteria/Categories

1. Financial Services

Data privacy concerns are particularly paramount for
companies in the financial sectors. Banks and other
financial institutions manage a large volume of sensitive
information about their customers, and the breach of
such data can have dire consequences. Workers at banks
need certain information to verify the identities of those
accessing an account belonging to a client (Know Your

Customer).

Customers use their bank cards for transactions trusting
that their banking institutions have proper security in
place to prevent their information from being stolen.
They’re also putting confidence in the fact that their
institution won’t abuse that information by selling it for

other purposes without their explicit permission.

The issue of consent gets blurred in this age of digital

exchange. Consumers might not realize what rights

2. Insurance services

The insurance industry has always heavily depended on
using large amounts of personal data of policy holders.
This data collected, processed and used to handle
insurance applications, implement policies and process
benefits, to provide advice and assistance. And to assess
the risk to be insured, to check the insurer’s obligation to
perform and to prevent insurance abuse in the interest
of the community of policyholders. Today, insurance
undertakings are no longer capable to fulfil these tasks
without the help of electronic data processing. Ensuring
informational self-determination and protection of
privacy, as well as the security of data processing, should
be the main concerns for the insurance sector in order

to ensure the confidence of policyholders.

All provisions on the processing of data have to be in
line with the provisions of the DPPA and with all sector-
specific regulations on data protection; in addition to
that, all insurance undertakings joining this code of

conduct are obliged to undertake particular efforts

16

they’re signing away in a contract or other agreement
with a bank or financial institution. They might not fully
understand the sensitive nature of the data they’re
providing, or the consent they’re granting when they
utilize banking forms, websites or apps. With data-
driven innovations such as open banking transforming
the customer experience, banks and other financial
institutions may struggle with finding the balance
between maximizing the customer experience and
ensuring adequate security for sensitive personal data.
The crux of the matter is that banks need to leverage big
data in order to keep pace in today’s highly competitive
landscape, yet one misstep with sensitive consumer data
can have lasting damage on an institution’s reputation -

and consumer trust.

in order to meet the principles of transparency, of
necessity of the data processing operations and of data

minimisation.

Maintenance of Insurance Records-insurers are
required to ensure that: The system in which the
policy and claim records are maintained has adequate
security features and maintain total confidentiality of
policyholder information unless it is legally necessary
to disclose the same to statutory authorities. Consent
especially relating to the processing of special personal
data can no longer be implied, it must be freely given,
and specific, informed, unambiguous, clear affirmative

and no imbalance of power must exist.



3. Social Security

The implementation of social protection schemes such as
NSSF requires collecting variety of information including
those identifying beneficiaries and their dependants or
carers, earnings, employers, contact details, and more.
It is essential that the collection of such information
is done without breaching the right to privacy. In this
regard, personal information should be kept private and
free from misuse, and collected in a lawful manner, only
when necessary. This further requires ensuring data is
collected with the knowledge and consent of the data
subject, is accessible to him or her, and is accurate,

complete and up-to-date.

Access to this information should be clearly regulated
and sharing of information strictly limited to exchanges
necessary for the functioning of the system. Sound

measures need to be put in place to ensure the security

4. Healthcare

Personal data has fundamentally changed the way
institutions manage, analyse and leverage data in any
industry. One of the most promising fields where
personal data can be applied to make a change is
healthcare. Personal healthcare data has considerable
potential to improve patient outcomes, predict
outbreaks of epidemics, gain valuable insights, avoid

preventable diseases, reduce the cost of healthcare

5. Retail/ E-commerce

Privacy and security threats in E-commerce has become
a discussion topic among the users; their users are
not reluctant from the pain of data privacy issues and
threats of security. If these privacy and security threats

are not eliminated, users never trust, visit or shop at an

Privacy Scorecard Report 2021 [ ]

of the information stored and to prevent unauthorized
access. From a human rights perspective, transparency
and access to information are critical safeguards against
corruption, and wastage, and increase accountability.
Beneficiaries and potential beneficiaries with limited
access to information face impediments to their ability
to claim their rights. Transparency and access to
information should be ensured while guaranteeing the
protection of privacy and personal information - based
on the DDPA and international standards. Personal
information concerning beneficiaries or potential
beneficiaries of social protection programmes is highly
sensitive, and has the potential to cause stigmatization or
other discriminatory practices, or expose beneficiaries to

personal security risks.

delivery and improve the quality of life in general.
However, deciding on the allowable uses of data while
pre- serving security and patient’s right to privacy is a
difficult task. Personal healthcare data, no matter how
useful for the advancement of medical science and vital
to the success of all healthcare institutions, can only be

used if security and privacy issues are addressed.

E-commerce site. Maintenance of users’ privacy online
is one of the concerns of E-commerce. The usage of
technical methods to capture their user’s data has been

raising the privacy issues.

www,unwantedwitness.org
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6. Telecom
The telecommunication environment in Uganda as

a digital ecosystem involves multiple entities such
as Devices, Telecom Service Providers (TSPs),
Communication ~ Networks ~ Browsers, =~ Operating
Systems, Applications, Over the Top (OTT) service
providers, etc. These entities routinely access, collect

and assemble data pertaining to the user. Such data

7. Government Agencies

Data security means protecting data from destruction
and any unwanted or unauthorized actions through
the implementation of appropriate technical and

organizational measures.

Government agencies engaged in the processing of

personal data are obligated to:

+ Through its head of agency, designate a Data
Protection Officer;

. Conduct a Privacy Impact Assessment for each
program, process or measure within the agency that

involves personal data;
+  Create privacy and data protection policies;

+  Conductan annual mandatory, agency-wide training
on privacy and data protection policies, and a similar

training during all agency personnel orientations.

In this scorecard study, sectors below were assessed
on how government agencies or companies uphold the
data protection standards, and how they instil these
standards into products and services to power the data
privacy agendas of all those they touch. These varied and
included the following

- Financial services

« Insurance services

+  Private hospitals

. Telecoms

+  Social security

«  Government

e E-commerce
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could include personal information, in which case, a
user’s privacy is likely to be infringed and should be with
the informed and explicit consent of users. It is therefore
incumbent upon telecom companies to secure the data

privacy interests of telecommunication users.

Unwanted witness rated all of the companies on a two-
star scale, for either cross or star, across five different

measures as below:
«  Complies with privacy best practices

+  Giving information to data subject before collection

of data)

. N\entioning third parties with whom personal data

is shared with
+  Practice Robust Data Security.

+  Accountability How much data was requested and
shared with third parties such as government bodies
and law enforcement agencies during the assessed

period

The rating system had a star, which means that a company
complied and rates (1), and a cross for non-compliance
rated as zero(0). The star meant that the companies are
less likely to sell you out, while the cross meant no effort

to protect users from government and 3rd part requests.



This is a combined

category that
measures companies/
agencies on two
criteria:

1. The company/
agency must have

a public, published,
NOTICEABLE, clear
and comprehensive
Privacy Policy. This
helps users make
informed choices to
assess the privacy and
human rights risks
they face when using
a particular service.

2. Companies must
fulfil this criterion in
order to earn a star.

To earn a star in this category,

companies/agencies must
promise to oblige with Section
13 of the DPPA and inform
users clearly at the time of
collecting their data about at
least:

*  Who your company/
agency is (your contact
details, and those of your
DPO if any)

e Why your company/
agency will be using their
personal data (purposes)

e The nature and category
of personal data being
collected

e The legal justification for
processing their data;

e For how long the data will
be kept;

e Who else might receive it;

That they have a right to a
copy of the data (right to
access personal data) and
other basic rights in the field of
data protection

Their right to lodge a complaint
with a National Information
and Technology Authority,
Uganda (NITA-U);

Their right to withdraw consent
at any time;

The information may be
provided in writing, orally at
the request of the individual
when identity of that person

is proven by other means, or
by electronic means where
appropriate. Your company/
organisation must do that

in a concise, transparent,
intelligible and easily accessible
way, in clear and plain language
and free of charge. We allow
exceptions for that, to the
extent allowed by law.

Mentions third
parties with whom

personal data is
shared with

To earn a star, a
company/agency
must have a public
policy that ensures
users data is not
unlawfully disclosed
to third parties as
prohibited by Section
35 of DPPA. They
should be clear on
how they handle user
information, so that
it’s easy to assess the
privacy, security, and
human rights risks of
using their services.

Organizations tend
to not sufficiently
disclose what user
information they
share and with whom.
This has potential for
harm to individuals
and to vulnerable
communities.

Failure to be open
with personal data

is shared with
constitutes a betrayal
of user trust and lack
of respect for user

rights.

We allow exceptions
for companies/
agencies and third
parties that, to the
extent allowed by law,
voluntarily share data
with law enforcement
or intelligence
agencies directly for
emergency access,

to report crimes
where the company
or its customers are
themselves victims,
or to share computer
security threat
indicators.

To earn a star in this

category, companies/
agencies must publicly
commit to implement
data security measures
pursuant to Section 20

of the DPPA. A data
is expected to take

all steps to safeguard
against unauthorised
or accidental access,
processing or erasure

to, alteration, disclosure

or destruction of,
personal data and
against accidental los
personal data.

Privacy Scorecard Report 2021 [ ]

Accountability
How much data
was requested and

shared with third
parties such as

government bodies

and law enforcement
agencies during the
assessed period

The company must
have published

a transparency
report as a sign of
being accountable
and transparent
with users’ data as
required by Section
3 (a)and (f) of the
Data Protection and

Privacy Act 2019.

s of

Data security and data

privacy often go hand-
in-hand. Without proper

security protocols in

place, it’s impossible for

companies/agencies to

guard against threats

from outside and within.

Al these steps are
relevant:

e The place or

location where the

personal data is
stored,

e The security
measures

incorporated into

any equipment i
which the perso
data are stored,

n
nal

e The measures taken

for ensuring the

reliability, integrity

and competence

of the personne

having access to the

personal data,

e The measures taken

for ensuring the

secure transmission

of the personal data.

www,unwantedwitness.org
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Complete Findings

This is a three part report, that includes:
e Part 1: Privacy scorecard performance - Uganda
performance (How big companies in Uganda are

complying with the privacy law

« Part 2: A benchmark across other market where

they operate - How they comply with the privacy

law in other countries.

«  Part 3: Most used apps in Uganda

Part 1: Privacy scorecard performance — Uganda performance (How big companies in Uganda

are complying with the privacy law.

In this section, we provide the detailed findings of the research section that provides figures on how;

«  Companies comply to the privacy laws.

« Index score

PRIVACY SCORECARD

e-commerce

Parameters Safeboda

Kikuubo

. Kikuu
online

Jumia Masikini

Complies with privacy best practices
1 |(An Accessible and Noticeable 1
Privacy Policy)

1 1 1 1 83%

Gives information to data subject
before collection of data.(Rights of
data subjects as provided by DPPA
2019)

67%

Mentions third parties with whom
personal data is shared with

33%

4 Practice Robust Data Security. 0

67%

/Accountability How much data was
requested and shared with third parties
such as government bodies and law
enforcement agencies during the
assessed period (A Transparency
Report.)

0%

Total score 3
% SCORE 60%

« The report gives e-commerce a perfect rating of

50%.

+  E-commerce companies performed best on
compliance with privacy best practices (83%), and
had relatively good scores for a robust data security

and providing info to data subjects and lowest for

20

Av.
score
Av.
Score
50%

50%

3 3 2 3
60% 60% 40% 60% 20%
government data requests, with 5 out of 6 rating for

compliance.

+  Avrange of companies i.e. Safeboda, Jumia, Kikuubo
online and Kikuu perform relatively better. Glovo

and Masikini recorded the lowest performance.
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E-commerce Performance summary

Most companies under e-commerce complied with
privacy best practices by having a noticeable and
accessible policy especially placed at the footer of their

websites.

They also disclose the rights of the data subjects as
provided by DPPA 2019. Common practices include;

«  the right to access, correct or erase your personal
data, object to or restrict processing of user’s
personal data, and unsubscribe from their emails and
newsletters

+  The right to be informed about our collection and
use of personal data.

+ The right to access the personal data they hold
about users.

«  Theright to have users’ personal data rectified if any
of user’s personal data held by them is inaccurate or

incomplete.

«  The right to be forgotten.

+  The right to restrict the processing of your personal
data.

+  The right to object us from using your personal data
for particular purposes

+  The right to data portability.

+  The right to withdraw consent.
+  Rights relating to automated decision making

With the exception of Safeboda that mentions third
parties with whom users’ personal data is shared with e.g.
Wiz Rocket trading as CleverTap based in the USA and
Kikuubo Online which mentions Lotus Private Cloud and
through OVH Cloud in Canada & USA which handle all
storage processing handled, and Pegasus Technologies
Ltd based in Uganda that handles all its transaction
processing, all other players have no mention of third

parties with whom personal data is shared with.

E-commerce Performance indicators

On having a robust data security, some of these e-commerce players show vulnerabilities to attack. For example;

Some of them do not have SSL certificates

Their scores on the SSL lab, as well as security headers are comparatively low

In the area of accountability and transparency, we see no information available to the effect that there is information

that is shared with 3rd parties such as government and law enforcement agencies.

Index score

SOCIAL SECURITY

PRIVACY SCORECARD Social security
Parameters NSSF % Score + The report gives Social
Complies with privacy best practices ( An Accessible o security a rating of 80%.
1 - ] ] 1 100%
and Noticeable Privacy Policy)
Gives information to data subject before collection of * NSSF performed
2 data.(Rights of data subjects as provided by DPPA 1 100% exceptionally well on all
2019) metrics except for
Mentions third parties with whom personal data is shared o accountability.
3 \with 1 100%
4 |Practice Robust Data Security. 1 100%
IAccountability How much data was requested and
shared with third parties such as government bodies and o
5 : ) : 0 0%
law enforcement agencies during the assessed period (A
Transparency Report.)
Av. score 80%
Total score 4 Av. Score
% SCORE 80% 80%

www,unwantedwitness.org
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SOCIAL SECURITY

PRIVACY SCORECARD Social security
Parameters NSSF % Score

1 Complies with privacy best practices ( An Accessible y 100%
and Noticeable Privacy Policy) °
Gives information to data subject before collection of

2 |data.(Rights of data subjects as provided by DPPA 1 100%
2019)

3 M.entlons third parties with whom personal data is shared y 100%
with

4  Practice Robust Data Security. 1 100%
Accountability How much data was requested and
shared with third parties such as government bodies and o

5 . ) ; 0 0%
law enforcement agencies during the assessed period (A
Transparency Report.)

Av. score 80%
Total score 4 Av. Score
% SCORE 80% 80%

+  The report gives Social security a rating of 80%.

«  NSSF performed exceptionally well on all metrics except for accountability.

FINANCIAL SERVICES

PRIVACY SCORECARD Financial Services
1 0,
Parameters Stanbic Stanchart Centenary Absa o
Bank Bank 1) (W Score
Complies with privacy best practices
1 |( An Accessible and Noticeable Privacy 1 1 0 1 80%
Policy)
Gives information to data subject before
2 [collection of data.(Rights of data subjects 0 1 0 1 40%
as provided by DPPA 2019)
3 Ment!ons third pgmes with whom personal 0 0 0 0 0%
data is shared with
4 Practice Robust Data Security. 1 1 0 1 60%
/Accountability How much data was requested
and shared with third parties such as
5 |government bodies and law enforcement 0 0 0 0 0%
agencies during the assessed period (A
Transparency Report.)
AV. 360
score
Total score 2 3 0 3 1 Av.
Score
% SCORE 40% 60% 0% 60% 20% 36%
+  The report gives financial services a rating of 36%. «  Arange of companies i.e.. Absa and Stanchart perform
relatively better. DFCU and Centenary Bank recorded
« Financial service companies performed best on the lowest performance.

compliance with privacy best practices (80%), and
relatively better on robust data security and poorest on
3rd party mentions as well as on data accountability.
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Financial services Performance summary

With the exception of Centenary bank, all other commercial
banks assessed have a noticeable and accessible privacy policy

located at the footer of its website.

Most have a robust data security. Their SSL server scores are
good and strong indication of security headers. Centenary
and DFCU are noticeably weak, with no existence of security
headers, poor SSL server scores, have Facebook trackers and

DFCU in particular being prone to key logging.

On whether banks give information to data subject before
collection of data, this is not consistent across banks. While a

few of them do, others do not. For example;

« Standard Chartered Bank discloses

which include; the right to request access to personal

users’ rights

information, the right to have it corrected where -
appropriate, and the right delete any of your personal
data held by the bank, and Absa Bank makes mention of
the user’s rights which include; the right to access your

personal information, the right to ask Absa to correct any

of your personal information that is incorrect, the right
to destroy your personal information, and the right to

processing your personal information.

Both Stanbic Bank and DFCU does not disclose all the
rights needed to the data subject as required by the
DPPA 2019, with the exception of DFCU Bank does
not disclose all the rights needed to the data subject as
required by the DPPA 2019. It only mentions two rights
i.e.., User’s right to object to certain types of processing
and the right to query a decision that we make about a
product or service that users have applied for and that was

made solely by automated means.

Others such as Centenary bank has no information

available to the effect.

All banks do not make mention of any third parties with whom

users’ information is shared with.

PRIVACY SCORECARD Telecoms
0,
Parameters MTN | Airtel | UTL |Africell %
C{)(-W Score
1 Corr_1plles with _prlvacy be_st practices ( An Accessible and 0 1 0 1 50%
Noticeable Privacy Policy)
2 Gives information to data subject before collection of data.(Rights 0 0 0 0 0%
of data subjects as provided by DPPA 2019) °
3 Mentions third parties with whom personal data is shared with 0 0 0 0 0%
4 |Practice Robust Data Security. 1 1 1 1 100%
Accountability How much data was requested and shared with third
5 lparties such as government bodies and law enforcement agencies 0 0 0 0 0%
during the assessed period (A Transparency Report.)
Av. 35%
score
Total score 1 2 1 Av.
Score
% SCORE 20% 40% 20% 40% 35%

e The report gives Telecom services a rating (35%) in its privacy
score card report, which rates companies on their efforts
to secure consumer data against government and 3rd party
snooping.

e Telecom companies performed best on practicing robust

data security (100%) and relatively better on compliance
with privacy best practices (50%) and poorest on 3rd party
mentions as well as on data accountability.

Besides Africell and Airtel, the rest of the Telecoms have very
low performance.
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Telecom services Performance summary

Telecom players perform best on practicing Robust Data
Security. Their SSL server of the website scored well, and
with a B capping being the worst performance. The only
vulnerability being for MTN and Airtel having trackers
belonging to Twitter, Facebook, LinkedIn and Google.

Telecoms record poor results against all other criteria.

For example

« there is no nnoticeable and Accessible Privacy

Policy on either of the players.

«  their Privacy Policies do not disclose any user rights,
with the exception of MTN that mentions the right
to access to user information and the right to correct

user information.

« Do not mention of any third parties with whom

users information is shared with.

INSURANCE SERVICES 23%
PRIVACY SCORECARD Insurance services
0
Parameters UAP |SANLAM | BRITAM | GOLDSTAR | JUBILEE |SWICO Sc/;re
1 Con}plles with privacy bt?st practices ( An Accessible and 1 0 1 0 0 1 43%
Noticeable Privacy Policy)
P Gives information to data subject before collection of 0 0 0 0 14%
data.(Rights of data subjects as provided by DPPA 2019) °
3 Mentions third parties with whom personal data is shared with 0 0 0 0 0 0 0%
4 |Practice Robust Data Security. 1 0 1 1 0 0 57%
How much data was requested and shared with third parties such
5 jas government bodies and law enforcement agencies during the 0 0 0 0 0 0 0%
assessed period (A Transparency Report.)
Av.score 23%
Total score 2 0 2 1 (1] 1 yYARAv. Score
% SCORE 40% 0% 40% 20% 0% 20% 40% 23%
o Thereport gives Insurance services below average rating (23%) metrics.

in its privacy score card report, which rates companies on their
efforts to secure consumer data against government and 3rd

party snooping.

. Insurance services performed relatively well on practicing
robust data security (57%) and compliance with best practices
(43%), with miserably low scores on the rest of the privacy

e Only BRITAM,UAP and ICEA scored better (40%) with at
least 2 out of 5 scoring. All other insurance companies’ scores

were miserably low.

e SANLAM and JUBILEE registered the poorest performance

overall.

Insurance services Performance summary

UAP, Britam and Statewide have noticeable and accessible
privacy policy located at the footer of its website. Though
called “Privacy Notice”. While ICEA has a private policy, its

not noticeable.

On robust data security, a few of the player websites reported
a good score on their SSL servers tests and employ the
necessary security headers. However, some had Facebook
trackers, thus showing some level of vulnerabilities. Majority

of them reported very poor scores.

Only ICEA discloses to data subjects the following rights;
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+  Access your personal data by making a subject access

request,

+  Rectification, erasure or restriction of your information

where this is justified,

+  Object to the processing of your information where this

is justified and
Data portability

Allinsurance players do not mention of any third parties with

whom users information is shared with
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‘PRIVACY SCORECARD Government
i 0,
Parameters URA| NIRA MowaT | Directorate of &
citizenship score Bl(:
Complies with privacy best practices ( An o
L /Accessible and Noticeable Privacy Policy) 0 0 1 0 25%
Gives information to data subject before collection
2 |of data.(Rights of data subjects as provided by 0 0 0 0 0%
DPPA 2019)
3 Mentlons.thlrd parties with whom personal data is 0 0 0 0 0%
shared with
4 Practice Robust Data Security. 0 1 1 1 75%
How much data was requested and shared with
third parties such as government bodies and law o
5 ) . : 0 0 0 0 0%
enforcement agencies during the assessed period
(A Transparency Report.)
Av. 259%
score
Total score 0 1 2 1 Av.
Score
% SCORE 0% 20% 40% 20% 25%

The report gives Government a below average rating (25%) in its privacy score card report, which rates

companies on their efforts to secure consumer data

against government and 3rd party snooping.

Government performed best on practicing robust data security (75%). And scores miserably low on the rest

of the privacy metrics.

Only Ministry of works and transport(MOW&T) scored better with two scores out of the 5, the rest of

Government had very low or no score perFormance.

Government agencies
Performance summary

Government agencies perform well on practicing
Robust Data Security. However, while they score
relatively well on the SSL server tests on the website,
most of them were said to lack security headers.

Others like URA
trackers belonging to Facebook, Alphabet and other

were found to have multiple

third-parties.

URA registered the poorest performance overall.

Besides Ministry of Works and Transport, all other
had Noticeable

Accessible privacy policy on the footer of its website,

government agencies no and

like it’s a common practice.

Government agencies score poorly on all other

measures.
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PRIVATE HOSPITALS

PRIVACY SCORECARD Private Hospital
Parameters Case |IHK Kamp.ala Nakasero | Paragon [N %score
Hospital
Complies with privacy best practices ( An o
1 /Accessible and Noticeable Privacy Policy) 0 0 0 0 0 0%
Gives information to data subject before collection
2 of data.(Rights of data subjects as provided by 0 0 0 0 0 0%
DPPA 2019)
3 Mentlons.thlrd parties with whom personal data is 0 0 0 0 0 0%
shared with
4 Practice Robust Data Security. 0 0 0 0 0 0%
/Accountability How much data was requested and
5 shared with third parties such as ggvernmgnt 0 0 0 0 0 0%
bodies and law enforcement agencies during the
assessed period (A Transparency Report.)
Av. 0%
score
Av.
Total score 0 0 (1] 0 (1]
Score
% SCORE 0% 0% 0% 0% 0% 0%

«  The report gives private hospitals a zero(0%) in its privacy score card report, which rates companies on their

efforts to secure consumer data against government and 3rd party snooping.
«  Private hospitals did not perform on any privacy score card metrics.

. Al hospitals investigated returned no results at all.

Complete Findings

Part 2: A benchmark across other market where companies operate - How they comply

with the privacy law in other countries.
Countries measured

Privacy rights

The table below provides details of the

companies measured in their respective

Seven (7) Privacy rights were considered. These are the 7

globally accepted and used rights. Below is s a list of the

countries. rights that were considered in the privacy policy
Company Measured Rights Considered

Note: Below are the companies we Note.: The.below rights are taken into
used for the privacy policy analysis con.5|dera.t|on Whe.n counting number

of rights in the privacy policy

company country Rights ——
Stanbic Bank  [South Africa access 1

old mutual South Africa update,correct 1

MTN South Africa delete,erase,cancel 1

Uumia Nigeria restrict data processing,

Airtel Indian object data processing |l

Kikuu China opt out of marketing,

ok Chi not be the subject 1

tikto ina withdraw consent 1

snapchat us query, report, complaint |1
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Zc:rei\r/‘;i::ieo:ewas done on the privacy polies Priva CY rights = SCO I'i ng SCheme

based on the variables above.

Criteria Score Score_group . . . . .

Mentions O Right 0 lright_score Note: Privacy Policies are measured using three criterias, whether
Mentions 1-2 Rights Il right_score . : . . . .
Mentions 3-4 Rights 2 lright score there is a noticeable privacy policy (notice score), how many rights of
Mentions 5+ Rights 3 right_score . . . . .
Have a noticable privacy the data subjects (rights score) and where mention the third parties
policy 2 notice_score

Have a Privacy Policy through whom the data is shared with (share score). The total score of the
search " notice_score . . .

Don'thave aprivacy policy [0 |notice_score privacy policy is a sum of these three scores

Mentions third parities to

whom the data is shared with |l share_score

doesn't mention third parities

with whom the data is shared |0 share_score

NCSI Personal Data Protection Index of Countries involved in the measurement

Note: The index measures Protection of personal data from the below two perspectives. The score
is from 0-4.

- personal data protection legislation

- personal data protection authority

More information can be found at https://ncsi ega ee/

country PDP Score

Benin 4

Nigeria

Kenya
Mauritius
Ghana

Cote d'lvoire

South Africa

Morocco

Botswana
Chad
Madagascar

Seychelles

Angola

Uganda
Zambia
Cameroon
Malawi
Liberia
Zimbabwe
Mozambique
Egypt

Rwanda

Tanzania

Sudan

Namibia

Congo (Democratic Republic of Congo)
South Sudan

O OO0 000 =======>r~PIMPrPHPHNPIYPNPANPNPDADMD>
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NCSI Index - NCSI personal data protection score for all
African countries

Countries ranking with mean scores

« NCSlindex is national cyber security index.

«  The sub-indicator used is Protection of personal data.
«  The score was determined from 0-4.

+  The protection of personal data is evaluated from two
perspectives:

personal data protection legislation

personal data protection authority

rank Country

1 South Africa

2  Nigeria
3 Ghana
3 Kenya

3  Rwanda

3 Tanzania

7 Botswana

7 Uganda

9  Eswatini
10 Malawi
11 MNamibia

~

12 Zamhbia

Country Insights

Using the NCSI index, we observe that countries with
a data protection legislation and independent data
protection authority register more compliance from

companies.

These countries include South Africa and Nigeria.
Companies with weaker protection laws such as such

as Zambia, Namibia, Malawi have companies exposing

NMumber of compaines

More information can be found at https://ncsi.ega.ee/.
Privacy Policy Evaluating Methodology
Mmeasured the privacy policy in the below two ways.

Whether there is a noticeable privacy policy. There are the
three below conditions

There is a noticeable privacy policy.

There is a privacy policy. It’s not noticeable but | found it
through website search.

Thereisn't a privacy policy.

Mean Score C5l score
3 6 4
4 58 4
4 4 4
3 4 4
3 4 0
(should be

updated as 1
as their data
protection law

came out
2021

3 4 0

3 3 4

4 301

3 27 NA

3 23 1

3 2 0

3 2 1

compromised privacy policies.
Uganda ranks 7 among 12 countries.

Countries with data protection legislation and data
protection authority tend to have better privacy

policies. However, Botswana is an exception.
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Stanbic Bank

Stanbic Bank privacy policy is inconsistent across Africa, Mauritius, Nigeria are examples.

countries. An analysis of the policy shows that the length _ .
of their privacy policies varies from one country to In Uganda, the document depicts only 4 out of the 7 rights.

another. Evidently, the longer the policy, the more robust Mozambique, Zambia, Botswana and Malawi have the

and representative it is. Countries that have a more robust . . . )
least robust policies, and no single right appears in the

olicy, also have full content in respect to rights. South
poncys P 8 document.

NOTE: Only includes companies with obvious variations of privacy policies among African countries.

Stanbic Bank South Africa 6097 Y 7 Y >4000 5+ 4 1 3 2 6

Stanbic Bank Nigeria 1628 Y 6 M 1000-2000 5+ 4 0 3 2 5

Stanbic Bank Tanzania 1508 Y 4 M 1000-2000 3~4 0 0 2 2 4

Stanbic Bank Lesotho 1375 Y 4 M 1000-2000 3~4 0 2 2 4

Stanbic Bank Kenya 1346 Y 4 M 1000-2000 3~4 4 0 2 2 4

Stanbic Bank Cote d'lvoire 1324 Y 4 M 1000-2000 3~4 4 0 2 2 4

Stanbic Bank Ghana 1299 Y 4 M 1000-2000 3~4 4 0 2 2 4

Stanbic Bank Mozambique 1540 Y 0 M 1000-2000 O 1 0 0 2 2

Stanbic Bank Botswana 712 Y 0 M 500-1000 0 4 0 0 2 2

Old Mutual

Like Stanbic, the Old Mutual privacy policy is also rights. Nigeria, Kenya, South Africa are examples.

inconsistent. An analysis of the policy shows that the

length of their policies varies from one country to In Uganda, the document has no single right, and is listed

another. Evidently, the longer the policy, the more as one of the countries with the least robust policies, the
. s ’

robust and representative it is. Countries that have a other being Namibia.

more robust policy, also have full content in respect to

Comparison of privacy policy of selected companies among African countries

Old Mutual  Kenya 3352 Y 5 Y 2000-4000 5+ 4 1 3 2 6

Old Mutual ~ Zimbabwe 1706 Y 5 Y 1000-2000 5+ 1 1 3 2 6
692 Y 5 Y 10002000 S+ 4 1 3 2 6
Old Mutual ~ Rwanda 1623 Y 5 Y 1000-2000 5+ 0 1 3 2 6
187 Y 5 Y 10002000 S+ O 1 3 2 6
Old Mutual ~ South Sudan 1635 Y 4 Y 1000-2000 3~4 0 1 2 2 5
7Y 1 M 10002000 12 0 1 2 3
Old Mutual ~ Botswana 318 Y 1 M <500 1~2 4 0 1 2 3
38 vy 1 M <00 I 1 0 1 2 3
Old Mutual  Uganda 1612 Y 0 N 1000-2000 0 1 0 0 2 2

www.unwantedwitness.org
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Old Mutual

MTN is equally selective. Their privacy policy is also Zambia, South Africa are examples.

inconsistent. An analysis of the policy shows that the

length of their policies varies from one country to another. In Uganda, the document has documented 2 rights.

Evidently, the longer the policy, the more robust and Countries like Cameroon, Liberia, Sudan, South Sudan

representative it is. Countries that have a more robust - ) .
and Namibia have no single policy document.

policy, also have full content in respect to rights. Nigeria,

Comparison of privacy policy of selected companies among African countries

MTN Nigeria 2733

=<
w
=<

2000- 5+ 4 1 3 2 6
4000

MTN Cote d'lvoire 1685

=<
&

Y 1000-2000 5+ 4 1 3 2 6

MTN Botswana 1903 Y 2 Y 1000-2000 1~2 4 1 1 2 4
MTN Republic of 1021 Y 2 Y 1000-2000 1~2 1 1 2 4
Congo

MTN Guinea 547 M

N

N 500-1000 3~4 0 2 1 3

MTN Benin 1291

=<
N

N 1000-2000 3~4 4 2 2 0 4

MTN Liberia 0

z
o
z

<500 0 1 0 0 0 0

MTN South Sudan 0

Airtel

Airtel has one of the worst privacy policy practices Only in countries like Nigeria and India does Airtel show

z
o
z

<500 0 0 0 0 0 0

across the countries where it operate. Its privacy policy rights in its policy document. Majority of the countries
is equally inconsistent. An analysis of the policy shows have little content in their policies and no right is
that the length of their policies varies from one country  mentioned in the policy document. Uganda is a victim of
to another. Evidently, the longer the policy, the more this practice.

robust and representative it is.

Comparison of privacy policy of selected companies among African countries

Airtel India 1695 Y 3 Y 1000- 3~4 0 1 2 2 5
2000

Airtel Uganda 573 Y 0 N 500-1000 0 1 0 0 2 2

Airtel Tanzania 572 Y 0 N 500-1000 0 0 0 0 2 2

Airtel Malawi 565 Y 0 N 500-1000 0 1 0 0 2 2

Airtel Ghana 487 Y 0 N <500 0 4 0 0 2 2

Airtel DRC 84 N 0 N <500 0 0 0 0 0 0
Airtel Republic of 81 N 0 N <500 0 0 0 0 0
Congo

Airtel Gabon 71 N 0 N <500 0 0 0 0 0

w

0
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Comparison of privacy policy of selected companies among African countries

Jumia Kenya 1008 Y ambiguous Y 1000-2000 2 2

Jumia Egypt 974 Y ambiguous Y 500-1000 2 2

Jumia Cote 941 Y ambiguous Y 500-1000 2 2
d'lvoire

Jumia Uganda 906 Y ambiguous Y 500-1000 2 2

KiKkUU Tanzania 927 Y ambiguous Y 500-1000 2 2

KiKUU Ghana 927 Y ambiguous Y 500-1000 2 2

KiKUU Cameroon 927 Y ambiguous Y 500-1000 2 2

KiKkUU Congo 927 Y ambiguous Y 500-1000 2 2

KiKuuU Senegal 927 Y ambiguous Y 500-1000 2 2

KiKUU Kenya 927 Y ambiguous Y 500-1000 2 2

KiKUU Mali 927 Y ambiguous Y 500-1000 2 2

International Social Media Companies - Companies analysed:

Snapchat and Tiktok
Snapchat
Snapchat has a privacy policy for all countries, all users enjoy 5 rights.

Snapchat has specific terms for Brazil, EEA/UK, California and Mexico that give users more rights.

Tiktok & Snapchat Privacy Policies Analysis

Tiktok EEA, UK, Switzerland 4941 Y

]
=<

>4000 >5

Tiktok Brazil

o
<
Vv
)]

Tiktok Turke

I
w
1
N

w
<= =<
w
1
S

Tiktok Indonesia

Tiktok Other Regions 3798 2000-4000 0

-<
o
1
N
<< =<
N

]
4
[¢,]

Snapchat  Mexico

Snapchat EEA,UK

~
<
\'4

o
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Tiktok

Tiktok has three different privacy policy that applies to
US, EEA/UK/Switzerland, and other Regions

It has country specific terms about user rights for
Philippines, Brazil, Mexico, Turkey, South Korea,
Indonesia. Users in these countries & in the EEA/UK/
Switzerland region enjoy more rights compared to users

from other areas.

In the tiktok privacy policy for Other regions, the
general user rights are very ambiguous. It seems only in
countries with specific laws that users will enjoy certain

rights.

Best practices

One can access and edit most of your profile
information by signing into TikTok. You can delete the
User Content you uploaded. We also provide a number
of tools in Settings that allow you to control, among
others, who can view your videos, send you messages,
or post comments to your videos. Should you choose to
do so, you may delete your entire account in Settings.
You may also be afforded rights in your country under
applicable laws such as the ability to access your data,

delete your data, and potentially others.

Length of
privacy policy

Rights terms in the privacy policy

The figghit b have: your
Nigeria

Uparida Salkebada

around 2500

The fight ts ebjeet 16 us using

A5 & cala subject, you have (he Tolwing fghls. which we will 3lways werk 10 Lphokd:

The right ts be infoimed aboul our collection and use of your persanal data. This Privacy Palicy should (8B you everyming you nesd i
K, Ul youl cBn akvays comect us 1o find out more of 1o 28K ary questiong using he details in Part 14.
The right t2 access the personal data we hold about you. Pan 12 will il you how 1o 8o s,

data rectified il any of your personal data held by us is inaccurate of incomplete. Please comas us
issing the detads i Part 14 to find out meds.
The right b Be fergotien. Le., the fght b ask us Lo delete of otherwise dispose of any of your personal data that we have. Plaase
contac Lis Using 11 delails in Parl 14 b find But more.
The right b restrict {La., prevent) the proceseing of your persanal data,
personal data for & particular purpose/s).
The right to data portsbility. This means (hat, if you have provided personal dats o us dirscly, we are using @ with your cansent or for the
perfonmance of 8 conract. and Mat data is processed using aulomaled means, you can ask us for & copy of that personal dala bo re-use
with anolhes sendce of busingds in many cases.

indicaled for lurther delsds)

iz The right of access (Pari 13k,
Kenmya Sakebada 000

The Data Prolection and Privacy Acl sels ou the following rights applicabie o data subjects (please refer to the pans of this policy
a1 The right b2 be informed (Parl 12).

33 Thergh to rectification (Pat 14},

34 Theright to erasurs (sleo known as the ‘right te be forgotten’) (Part 15);

35 Thernght o restriel processing (Pan 16

36 Therght o data portability (Farl 17),

37 Theright to objeel (Parl 18), and

3B Rights wilh respact tn automated detision-making and profing [Pars10 and 20}

Safeboda presents one of the best practices for consistency across countries where they operate. In all these

countries; Uganda, Nigeria and Kenya, the Safeboda private policy is consistent with an exposure of all its rights

to users.
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most used & Top apps in Uganda.

ACRONYMS

SSL Secure Sockets Layer

TLS Transport Layer Security

AES Advanced Encryption Standard
SHA Secure Hash Algorithm

HTTP Hyper-Text Transfer Protocol
HTTPS Secure Hyper-Text Transfer Protocol

Tools Used.

Exodus Privacy:

Exodus analyses Android applications. It looks for
embedded trackers and lists them. A tracker is a piece
of software meant to collect data about you or what
you do. In a way, exodus reports are a way of knowing

what really the ingredients of the cake you are eating.
Website: https://reports.exodus-privacy.eu.org/en/
Qualys SSL Labs

This free online service performs a deep analysis of
the configuration of any SSL web server on the public

Internet.
Website: https://www.ssllabs.com/ssltest/
Blacklight

Thisis a real-time website inspector that scans websites
and reveals the speciﬁc user-tracking technologies on

the site.

Website: https://themarkup.org/blacklight/

Mylp.ms

This tool retrieves web hosting information about

websites.
Website: https://myip.ms/
Ghostery

A web browser extension that identifies and monitors

trackers on any website on the internet.
Website: https://www.ghostery.com/
Security Headers.

This online tool analyses HTTP response headers of a
website and rates them depending on the number of
headers that the site has. HTTP headers provide high
levels of protection and it’s important for websites to

deploy them.

Website: https://securityheaders.com/

www,unwantedwitness.org
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Tech Analysis
Design and approach

Dynamic Analysis

Following the static analysis that we carried out using the Exodus Privacy Tool to identify the trackers that the mobile
apps use, we took an extra step to investigate the data that these trackers actually transmit. We used an interception

environment and an android emulator to carry out the analysis.
NOTE

According to the findings while we were conducting static analysis using the Exodus Privacy Tool, some mobile
applications had Facebook trackers like Facebook Share, Facebook Places, and Facebook Analytics. The tools we
used could not identify and analyse the traffic transmitted by these apps because Facebook is currently blocked in
Uganda.

Defining trackers

A tracker is a piece of software meant to collect data about you or your usages. Trackers are created differently,

meaning that they do not have same, but have different functions. For example, trackers present Tok-tok different

Www.unwantedwitness.org

levels of intrusions. Uganda.

Examples of trackers and their functions are highlighted below

Crash reporters: these trackers specialize in reporting
application crashes. In other terms, their goal is to
notify application developers that an app encountered a
problem. As such, information collected at the time the
application crashed will allow the developer to correct

the bug.

Analytics: these trackers are meant to collect data usage
and allow the developer to have better knowledge of their
audience (for instance, to know what page you visited, or

how long you remained on a given area of the page).

Identification: these trackers are responsible for
determining your digital identity. This identity may
refer to an official identity or to abstract identifiers
(pseudonym, etc.). The goal will be, for example, to
be able to correlate an individual’s online and offline

activities.

Ads: these trackers aim to identify the application user in

34

order to serve them targeted ads. This is only possible and
relevant if the user already Tok-tok has a digital profile
established. The goal of the creator of such a tracker is to
monetize their application, i.e. to make money by means

of advertisement.

Profiling: these trackers’ goal is to gather as much
information as possible on the application user in order
to build a virtual profile. To this effect, the tracker will for
instance focus on the browsing history, or on the list of

installed applications, and so on.

Location: these trackers are designed to determine the
geographical location of the mobile device. In order to
do so, this type of tracker takes advantage of several
sensors: GPS chips, surrounding cellular antennae, wi-fi
networks present in the area, nearby Bluetooth beacons,

or even specific sounds transmitted by loudspeakers.
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Apps have permissions, some of which are indicated as

dangerous.

What is considered potentially dangerous apps?

Google defines danger levels for permissions. Potentially
dangerous apps are apps with location trackers / profiling
trackers or request user for over 150 permissions. Many
dangerous permissions access private user data, a special
type of restricted data that includes potentially sensitive

Percentage of apps with potentially dangerous trackers

® Other Apps

Potentially Dangerous Applications

information.

Unwanted witness evaluated some of the dangerous

apps as detailed below. UW tested 82 apps, among

them 28 had profiling or location trackers.

® Has Potentially Dangerous Trackers

Potentially dangerous apps are apps with location trackers / profiling trackers or

request user for over 150 permissions

Application Name ::2;::; :lfc.ntected
Airtel TV
CallApp Contacts 21 ]
Clean Master Ultra 7]
King James Bible
WIFI passwords by Instabridge
Junk Removal
PoMelo File Explorer - File Manager & Cleaner
ONE BOOSTER

Glavo

Bl
Worst Vpn
Chipper Cash

Bear VPN

REAL FOOTBALL e

BOTIM - Unblocked Video Call and Voice Call o~ |

Ayaba

Opera Mini

Xender B |

Alibaba com

PLAYit |
Standard/Stanbic Bank ]

Thunder VPN 5 |

Secure VPN =

SafeBoda 5 |

Showmax

Car Driving School 2021 s |

Absa Uganda

SHAREI Lite o |

) = ol i el

=~

o

Profiling or Location
Trackers detected
AppLovin

Verizon Ads

HMS Core & ApplLovin
AppLovin

AppLovin

AppLovin

AppLovin

AppLovin

Braze

Segment & CleverTap
AppLovin

Amplitude

AppLovin

AppLovin

HMS Care & Countly
HMS Core

LeanPlum

HMS Core

HMS Core

HMS Core & Kochava
Audience Sludio & HM5 Core
AppLovin

AppLovin

Amplitude &CleverTap
Braze

GamehAnalytics
Appdynamics

Country

India
Israel

us
China
Swenden
Russia
HK
Canada
Spain
Estonia
Canada
us

HK
France
us

South Africa
Norway
China
China
India
South Africa
us

uganaa
Netherlands
Pakistan
South Africa
Singapare

www.unwantedwitness,org
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Three of the apps are from South Africa, the others are

from Nigeria, Uganda, Spain and Estonia respectively. In

Uganda, examples of apps with location trackers include:

Glovo,
Safeboda,
Bolt,

Standard Bank

Those with profiling trackers are listed as;

36

«  Jumia Food,

. Safeboda,

. Bolt,

«  Stanbic Bank,

+  Absa Uganda

Notably, Jiji.ug, KiKUU, and Airtel are requiring much
more permissions and dangerous permissions compared
to similar apps.

Origins of Apps with potentially dangerous trackers

12
g

& 10
1]
=
(o]

) 8
()]
=
4+
=]

= 6
o
=
2

2 4
IS
3

E 2
>
=

0

China us South Africa India Canada Others
Country

Countries where the highest potentially dangerous apps are from include:

US, China and South Africa



Top apps in Uganda
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In this report, an analysis of the top apps in Uganda reveals 3
categories of dangerous apps as shown below:

1. Top apps requiring over 100
permissions (2 out of 66)

. SHAREit Lite,

« Xender
SHAREit and Xender, among
popular apps in Uganda are

considered malicious.

« Apart from requiring over
150 permissions from users,
SHAREit and Xender are also
two file sharing applications
that are among top malicious
apps identified and blocked
by Secure-D , a leading anti-
fraud platform. Secure D has
detected suspicious activities

from these apps.

o« These kind of

cause fraud transactions or

apps can

automated clicking activities
that further causes data

depletion for users

2. As Top apps with location
tracker (9 out of 66)

« Clean Master Ultra,
+  Ayoba,
« Xender,

«  Showmax,

. PLAYit,
« Opera Mini,
. BOTIM,

«  CallApp Contacts,

« Alibaba.

3. Top apps with Profiling Tracker
(18 out of 66)

. Clean Master Ultra,
- King James Bible,

. Ayoba,

. ulesson,

+  Chipper Cash,

+ Opera Minj,
o Airtel TV,
« Jijlug,

«  NBSTV UGANDA,
- REALFOOTBALL,
+  Junk Removal,

«  CallApp Contacts,

«  Files,

+ Instabridge,

+  CamScanner,

+  Bear VPN,

« Worst Vpn,

«  Bubble Shooter

www,unwantedwitness.org
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Tracker & Permission info for other popular applications

Tracker & Permission info for other popular applications

Notably, a few Apps stand out as the Apps with the most
trackers. And these include:

38

Airtel TV (24),
CallApp Contacts (21),
Bubble Shooter(20)

CallApp Contacts

Other unique apps that people may never suspect to be
dangerous include:

Caller ID app from Israel has 21 trackers including all
types of trackers. The app while giving you info about
the person calling you, also read your data of course.

Four out of Five VPN apps have potentially

dangerous trackers.

Number of

Number of
Application Neae trackers detected permissions required Country
TikTok g | Chira
Phoenix Browser -Video Download, Private & Fast e | China
mo videa calls and chat e=———— us
Facebook b e | us
WhatsApp o us
WhalsApp Business i | us
Telegram 1 | UKIUS
Snapehal P | C— us
Twitter Je us
Messenger Lite 1 | us
Instagram B us
Jiiug Nigeria
Boomplay g | B3 ] HK
Uber b us
Zoom 1 ] Bl | us
Spotity N s | Swedan
Chat Style 5|
My Airtel B | s ______| India
Antivires Master E | =3 Chira
Jumia Food R Nigeria
Adobe Sean | e _______| us
Googls Meet [ | (CE— us
VLE for Android b France
CamScannsr 5 ___________________| China
ystery Lite 5 1 ingapore
M L T Si
uLesson 16| Nigeria
StarTimes ONE B | 15 | China
WMTN 15 South Africa
Myl i
Shazam | us
dumia T Nigeria
M o 12 South Africa
MTN Mah i
MTN Pulse i | South Africa
Bubble Shaoter Israel
Candy Crush Saga [ == Melta
YOTVe i Uganda
DiroidVPN 11 Philippines
Water Color Sort 5] Vietnam
NBS TV UGANDA | Uganda
Matatu ] 5] Uganda
OperaFootball B | B | Norway
Live Football Tv b ] 5| Pakistan
HD Video Projector Simutator | 5| Unknown

Phone cleaning apps e.g. Clean Master Ultra, a file
cleaning app from US has 17 trackers including all
types of trackers.

King James Bible, a Bible reading app requires 33
permissions and has 15 trackers, including profiling
trackers (why would a reading app requires so many
permissions, trackers)

Conclusions

Apps with dangerous trackers include those with
unsuspicious functions such as; file sharing, file scanner,
phone cleaning & file management, gaming, VPN,
instant messaging, online shopping, media player,
browser, fintech, callerID, wifi password decoder. Think
of the trackers grabbing your info while you try to read
Bible, clean your phone, use VPN or sharing a file, etc.
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Glovo

Findings (3rd August 2021)

The application uses the trackers discovered by Exodus Privacy Tool. On intercepting the information transferred
by the Glovo mobile app, we found out that a tracker identified as Smooch captured the user’s name, phone
specs - android version, phone type, manufacturer, SDK version, and device ID. The tracker also captures the

time that the user signed up for the account via the application.

a i
Path Mohod Suius Siee  Time || Fequest | Fespoose | Desils
g CHMZATPOR TRATBgR: 2. GET 200 100 Saam )
o FARTeQrarianla®) “SORESTL bt TI0M MRAT 96, r'd
g g 0 GET 200 3.0kt Bz *lastsen 1 <08 SUTES 28107 TONZ"
“platfors’ rode
. e G0Gbe. COMOCHTIAEH POST 200 34 S0 Werimaryts T
ity fickentsq goagle com/yimimmapfap POST 200 4.4kt 708 puesNotiticarimnTonea® . “ebiVanIaT 5 4l i Eiia SLL b0 | WOBUIT L QART)
-— raws |
hnps fickentsd google com!gimimmanfas POST 200 3.5k B0Lms- b
i ickuntsA goagle comlgimimmanars POST 200 e s
A Nemchilniit pring’e Comginirnaiy/p Lol B AASLALISF* | "Eum, andreLl . yenaang”,
nips ifekantid goagle comigimimmapiaps POST 200 0S5 1s N Andreln”
— arVeraionT: “6.0*,
it fickentsd google comlgimimmapfaps POST 200 8430 1 SsihVeraiont: 8. 20,
= “wendar=! “sanoch®
Wi s grnghe Embacimingt posT 200 250 At 3
s evarac gaaghe samAocimingi POST 200 3340 512ms : fetmiunt Sk e’
it s google comiocriingl POST 200 B4t 900 1o
- | “punyer el ioedtar ted” | Talse,
__ hitper e google. comacsmiapl FOST 200 340 506, T
3 ALI=Fo" | False
e gangle comuchmingi PosT 200 334 483 ":II:'-“,_ lI“ :
s fage smooch sotie: GET 103 0 : FAERTE Dy
Lt “SlgnedupALT: “20EL-00- BTN BNNT . FHSES,
hitps: i googhe comilacimingi POST 200 I 528 uparld®| *B5450093"
[t e smceoch 2t B 159 4B L.001 1 4eb4SBinposer . GET 200 Lo Ju ARRRTYE 43
hitpas: fiwawn gougle camockmiapi POST 200 15b 51 1me EhmvarEstim s L.
_ teamer satisnsFagling son®: |
hitp:faps. glovoapp comfiionteng_metncs/meatrics POST 200 2.5k G2%ma *hashore®; falis
"~ b
it it ot pomlBcRmInH posT 200 it 510 Yanerangets |
- a . o= = e T profile"; |
| immmaencs =t | st [ ssticacte § sestreny | [ e.0x ame Juu]

Smooch Technologies Inc. is a tech company based in Montreal, Canada. The Company, through its platform,

provides cross channel, live web, in-app, and social messaging services. Website: www.smooch.io

The ‘smooch’ tracker transmits the user name again during the process of ordering for a product

(=S - | & |
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[rer— Expun T
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ot Py NI wehp b_400. muio w_SDOFTOMUCSEGRKhe GET 200 mom ozl
= L
0] s tighovnapp-res. cloudnary. comimagaluploadic_NILE webip b 4009 autnw A0GVUPToducts T GET 200 w7 18 gliikamet: *Kaypata Ton",
. t tal
s g smooch oitkiv? apesiSas 1 BATSAMIS 1] | dehaSaappumn e adhdaz s o deSciidih PUT 02 =h mmi } o
| hitp X POST 100 Tizn Taomsjl
— | Vs . A I50N
s il smroach. 5 Schsdih PUT 202 526 BMms
| hitps h POST 400 2670 76Bms.
hupifags smoach. POST 200 ET
| gz e GIT 0 158 352ms |
s fighave 1! page GET 200 208k 591mss|
] s tagp- rasmmere comin POST 304 1 1y ST |
| rruourre ke | semtern | vt | e [ 000 10 Jul



Privacy Scorecard Report 2021 [ |

The ‘smooch’ tracker transmits the user name again during the process of ordering for a product

C Ll » x
seplay Duglicats l
Fiow Moatbcason wicapen
Method sy Ste Tene
'''' e e o, fra-#1 braze. e
T pp-Tes clauding mageiploadt webp 1120 sutow_L12NUCKbacendChickn . GET 200 7 Kesp-Alive ’
| oy oufinary com/inag L webip 1129 sui0.w_L12viICHbacendChecho, GET 200 [
I - ="13 ) 3 W2-9007 - 40010267 TATEIFCTAAIS",
hinpscifive rarvein chouichich POST 204 .
hitpsifipl glovoapp comivaloouniiesighose - satiings GET 200 AP, =Ll
|— "Bevice 10" Tedc e, 42005008 O GOTH1ERGED"
posT “wvents®: |
nmberissan_vesificanion POST 200
s 4R v 21 POST 200
s/l lovonpp. comivalusarsiphonenumise: berity POST 200 17h 720ms
hitps: fpi glavanpp < GET 00 B6Th 436ms
1! | hips:itapl glovospp comiv: GET 20 1.0kb T14ms
s isch frn-DL ez gy Sieata POST 200 8130 437ms
vy _methods Torigin=CHECKOUT GET 20 378b 40ms
B, himprs 53 werst- L mazonaws comigiovo-amalssmie dissma cnrdslceihiia. prg GET 200 &17h A0imE
||| e a0, brae: eufagifvaidata | POST 201 B60b 43ims
httgs il glovoapp comivatheckoutsiorden Liemplate POST 200 1k
[ i giovoapp comiraniend_mesicametics FOST 200 EETL
hittgrMrebessboging-pa. googleapis comivi freloghegacyisatchiog POST 200 1a2h
hizps: il gl suenonizng POST 200 20kt 83%me
hieps: i glovaspp comtron POST 200 20k
hinps:féapi glovorpp comiraniend_megicsmerncs POST 200 20kb GBS - .
[ iressimrwrs most | simmtesi | srmewste | i | 00 ]

a. The mobile application had 12 trackers including https://www.ssllabs.com/ssltest/analyze.
Facebook trackers like Login, Share and Analytics html?d=glovoapp.com

b) Website. c. Blacklight markup

SSL server test Blacklight ~ detected trackers on this page
sending data to companies involved in online

The SSL servers of Glovo’s website scored A on advertising. Blacklight detected scripts belonging

average to the companies Facebook, Inc. and Alphabet, Inc.

b. Security Headers. d. MylP

The website score a C after the assessment. This is  The website is hosted on Amazon web servers in
because it lacked security headers like strict-transport ~ Seattle, USA
security, content-security policy and permissions-

policy. https://themarkup.org/blacklight?url=glovoapp.com

Report: https://reports.exodus-privacy.eu.org/en/

reports/179891/

http://glovoapp.com/ Scan

-
Security Report Summary
Site: htips:i{{aloveapp.com/
IP Address: 13.227.75.96
Report Time: 31 May 2021 10:29:27 UTC
v X-Content-Type-Options x Strict-Transport-Security
Headers:

x Content-Security-Policy | % Permissions-Policy

www.unwantedwitness.org
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JUMIA

Findings (4th August 2021)

We identified a tracker called ‘asnapieu’ that captures the user’s info like first and last names, gender, and userlD

Jumia Food
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Further investigations revealed that the application uses a tracker known as ‘asnapieu’ to transmit users’ location

coordinates. We did a background search and found out that the company is located in San Francisco, USA.
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The tracker also tracks the users’ activity while interacting with the application also known as screen tracking as
illustrated below.
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Additionally, the tracker also transfers the users’ names, email, country of origin, and advertising ID during the

registration stage (when the user is registering for a new account) as illustrated in the screenshot below.
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KiKUU (5th August 2021)

Trackers such as Push and Umeng were identified during the deep analysis of Kikuu mobile app. The few
identified trackers were not transferring sensitive users’ personal data. Data processing of customers’ data is
mainly handled on the company’s servers. Data collection by KiKUU illustrated in the screenshot below

5 Applications @ B B © Proo & mitmproxy - Mazliia Firelox mE o

MTN MoMo App

(5th August 2021)
The app displayed a pop-up warning after we opened it up for testing. This

means that MTN implemented security mechanisms to detect man in the
middle attacks thereby hindering us from analyzing what kind of data that
the trackers transmit from to the data servers.

MyMTN

A secuity warning None of the trackers was transferring users’ personal data. All sensitive

data was transferred to the domain of MTN

Please try again la




ee e

Jiji.ug

Uganda
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Few trackers were identified while carrying out the deep analysis of the application such as Appsflyer, and
Cloudfront. The transmission of personal data like user’s address, contact details are handled on the servers of

the company.
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Safeboda

—Mhnilia Farafay
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The tracker still transmits users’ sensitive location data to wzrkt.com servers as illustrated in the screenshot

below.
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Bolt

The company employs 12 trackers in its mobile application. These include but not limited to; CleverTap (used
by Safeboda too), AppsFlyer, Facebook Analytics, Places, Flipper, Share and Login as shown in the screenshot

here shown.

8 EXOdUS Home Reports Trackers Better understand The organization

Bolt

€ trackers €D permissions

Version CA.19.5 - see other versions
Source: Google Play
Report created on Aug. 9, 2021, 11:54 a.m.

See on Google Play >

@ trackers

We have found code signature of the following trackers in the application:

AppsFlyer >

CleverTap »

tanalyucs )  protiling ) ( !ncaunn:l
Facebook Analytics >
Facebook Flipper »

Facebook Login >

identification

Facebook Notifications %

Facebook Share >

Google CrashlLytics >
Google Firebase Analytics »
MixPanel >

advertisement

Segment >

Tune >

A tracker is a niece of software meant to collect data ahout vou or vour usaoes. | eam
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Bolt

The company uses the segment tracker to profile users of the application.
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In the screenshot below, the tracker

collects the user’s advertising ID and other information about the device.
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Processing of users’ location data is handled on the company’s servers as illustrated in the screenshot below;
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Ayoba App

Android version of the Ayoba Application using Exodus, the application has ten trackers including Facebook
trackers like Facebook Share, Facebook Analytics, Facebook Login and Facebook Places. More so, the application
uses Huawei’s Mobile Services tracker to collect the location of the users.

https://reports.exodus-privacy.eu.org/en/reports/com.ayoba.ayoba/latest/

We identified a tracker known as krxd.net transferring the user’s country of origin, broad location coordinates and
the name of ISP

NB: Couldn’t do more tests using the android emulator. Stuck at the phone number verification stage.

&0 trackers P permizsions

n— s

Masikini I ¢, s ()

Bl 18 Dt =

a. Exodus Privacy: The application had the

following Facebook Trackers; Facebook m Masikini g
Login, Facebook share, Facebook Analytics. St gt By =
b. SSL Server test: The SSL servers of © trackers @ permissions ::T,m
Masikini website scored B on average after o Wi
the test e
c. Security Headers: The website scored a i | S B Y| M
D after an analysis by security headers. The ,,::::“ =i
SSL certificate missed security headers like 0 trackers
Strict Transport Security, Content security We e ot coce saetre o e ol g o e epphctios
policy, referrer policy and permissions Fsbokiahiic >
policy. (@)
Facehock Logn 3
d. Ghostery: The website had four trackers b s

including Facebook connect and Hotjar.

e. MylP: The company stores its users’ data
on servers in San Francisco, USA.

https://www.ssllabs.com/ssltest/analyze.
html?d=masikini.com

48



Privacy Scorecard Report 2021 [ |

Ayoba App

According to the findings from the analysis that we carried out on the Android version of the Ayoba Application
using Exodus, the application has ten trackers including Facebook trackers like Facebook Share, Facebook
Analytics, Facebook Login and Facebook Places. More so, the application uses Huawei’s Mobile Services tracker
to collect the location of the users.

https://reports.exodus-privacy.eu.org/en/reports/com.ayoba.ayoba/latest/

Home Reports Trackers Betier understand The arganization

Ayoba

€I trackers @) permissions

Version 0.40.0 - see other versions
Source: Google Play
Report created on July 9, 2021, 1:04 p.m.

See on Google Play >

€I trackers

We have found code signature of the following trackers in the application:

AppsFlyer >

Facebook Analytics >

Facebook Login %

Facebook Places >
Facebook Share >

Google Analytics >

Google CrashLytics >

arash reporting

Google Firebase Analytics >

Google Tag Manager >

Huawei Mobile Services [HMS) Core >

(analytics ) (advertisement ) (location )

A tracker is a piece of software meant to collect data about you or your usages. Learn
more...

www.unwantedwitness.org
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FlexiPay

The application didn’t have any tracker by the time we carried out the analysis using the Exodus Privacy tool.

https://reports.exodus-privacy.eu.org/en/reports/187922/

(€) exodus

Home Reports Trackers Better understand The organization

FlexiPay

FlexiFay

0 trackers ) permissions

Version 1.1.8 - see other versions
Source: Google Play
Repart created on July 9, 2021, 1:07 p.m.

See on Google Play >

0 trackers

We have not found code signature of any tracker we know in the application.
The application could contain tracker{s) we do not know yet.

A tracker is a piece of software meant to collect data about you or your usages. Learn more...

€0 permissions

We have found the following permissions in the application:

@© ! ACCESS_COARSE_LOCATION

access approximate location (network-based)

( ! ACCESS_FINE_LOCATION

access precise location (GPS and netwark-based)

ACCESS_NETWORK_STATE
view network connections

App/Company Tracker status

Absa Uganda detected the emulator when we clicked on the application

Masikini Couldn’t pass the verification stage (delays in the delivery of the verification codes)
Kikuubo Online Nothing suspicious, sensitive data is handled by the company’s servers

Cente Mobile Error = Emulator Detected

Standard/Stanbic Bank

Nothing suspicious was identified. All of the sensitive user’s data is handled by the bank’s servers.
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b. Website
SSL Server Test

Overall, the Jumia website SSL servers scored B after
the tests.

b. Security Headers.

The website scored a D after it was scanned using
the security headers tool. This means that website is
susceptible to injection attacks.

The following were the missing headers;

HTTP Strict Transport Security: This an excellent
feature to support on your site and strengthens your

implementation of TLS by getting the User Agent to
enforce the use of HTTPS.

Content Security Policy. This is an effective measure to
protect your site from XSS attacks.

X-Content-Type-Options. This stops a browser from
trying to MIME-sniff the content type and forces it to
stick with the declared content-type.

Q. MYIP.MS

Hosting Companies’ =

Privacy Scorecard Report 2021 [ |

Referrer Policy. This is a new header that allows a site
to control how much information the browser includes
with navigations away from a document and should be
set by all sites.

Permissions Policy: This is a new header that allows a site
to control which features and APIs can be used in the

browser.

https://www.ssl|abs.com/ss|test/analyze.html?d SWWW.
Jumia.ug

c. Ghostery.

i. The extension identified three advertising trackers, one
social media tracker (Facebook connect) and two site
analytics trackers on the official website.

d. Mylp.ms

The website’s servers are located in San Francisco, USA.

(Data protection laws in USA are weaker compared to

those of Europe (GDPA))

www.jumia.ug

Blacklist / IP Database

Interesting

Whois Web Hosting Information for website - www.jumia.ug -

Hosting Info for Website:

WWwW.jumia.ug #2:

Popularity: 4. 20,000 visltors per day
IP Address: 104.16.69.46

IP Location: & usa

IP Reverse DNS (Host): 104,16.65.46

Hosting Company:

CLOUDFLARE

Hosting IP Range:
Hosting Address:
Hosting Country: B UsA

Hosting Phone:

104.16.0.0 - 104.31.255.255

&5 Cloudflare, Inc

(1,048,576 Ip) Other Sites on IP »

665 Third Street #2207, San Francisco, CA, 94107, US

+1-650-319-8930

www.unwantedwitness.org
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) exodus

Stanbic Bank, Uganda.
Mobile Application

According to the report by Exodus

Privacy, the android application of
Stanbic bank Uganda has five trackers
namely; Adobe Experience Cloud,

Google Crashlytics, Google AdMob,
Google Firebase Analytics, and Krux
studio).  Thirty app

permissions were also recorded from the

(audience one
android app. NOTE: Krux is a piece of
software owned by Salesforce (company
based in California, USA) that compiles
information from the users of the app to
create detailed user profiles.

Home

@ trackers

Privacy Scorecard Report 2021 [ |

Regorts Trackers Better understand The organization

©

Standard/Stanbic Bank

€D permissions

Version 3.23.2 - see other versions
Source: Google Play
Report crested on Maw. 26, 2020,

a1 a.m,

See on Google Play >

@ trackers

W have found code signature of the following trackers in the 2 pplication:
Adobe Expenence Cloud ¥

Audience Studio [Krox] >

[_snalytics | profiling

Geogle AdMob

(advertisoment )

Google Crashlytics »

(rasn repoeing |

https://reports.exodus-privacy.eu.org/en/

Soogle Firebase Analytics >

{ analytics )

rePOrt$/1 54919/ A tracker 15 a peece of sothwere meant bo collect data abowt you or your usages. Leam more,
WebSIte. @ OUGIYS :'3:_, Labs Homa Projects Qualys Frea Trial Contact
The website (www.stanbicbank.co.ug/) Yo are e o~ e ¢ wensisbetent o g
employs the latest transport layer SSl Report: Wwwstanblchanik.cou
security version (1.3) and 128 keys AES Wi -
. Sean Another >>
encryption standard. We went ahead
to test the security of both the SSL Server Test time Grade
server, and the certificate. . 104165799 o0, 25 e 2 0BT
SSL Labs Test by Qualys. 2 r10415&6$9 Ir‘ll-::mu-k:.‘rf m 043 UTE
. . 2606:4700.0:0;0:0:6810.5663 Thiu, 26 Now 2026 10-H 18 UTD
The SSL servers of Stanbic’s website | N
scored A+

https://www.ssllabs.com/ssltest/

analyze.html?d=www.stanbicbank.
co.ug

Security Headers.

Although the website lacked security
headers like X-Content-Type-Options
and Permissions-Policy, its grade was

capped at A.

2606:4700:0:0:0:0:6810:5763

Thes, 26 bow 2020 10013 44 UTC

Durstisn: 50 69 se

Security Report Summary

Sitn tgas: e AL el k£, S
P Addrass:
Tepart Time: 26 o 20020 19681 8 UTC

Headers:

Warning. Gradle cappeis ot A, pluaee see varrings below

https://securityheaders.com/?q=https%3A%2F%2Fwww.stanbicbank.

co.ug%2F&followRedirects=on
Blacklight Markup

Five third-party cookies were found on this website.
Blacklight detected cookies set for Verizon Media,
Adobe Inc. and Alphabet, Inc. More so, the tool
detected scripts of trackers belonging to the companies

Adobe Inc. and Alphabet, Inc.

Mylp

The website is hosted on a server in San Francisco, USA

https://themarkup.org/blacklight?url=www.
stanbicbank.co.ug, https://myip.ms/info/

whois/104.16.86.99/k/3085277320/website/www.

stanbicbank.co.ug

www.unwantedwitness.org
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Standard Chartered
Bank, Uganda.

Mobile Application

According to a report by Exodus
Privacy, the android app contain
six trackers, namely; Google
Analytics, Google Crashlytics,
Google Firebase, Google tag

manger and MixPanel.

NOTE: MixPanel is a USA based
web-analytics company that
brands itself as a company that
explores user behaviors from all
angles.

https://mixpanel.com/behavioral-
analytics/

Website: The website is encrypted
with AES 256 keys, and runs the
latest TLS version (1.3). To analyze
further the security of the website,
we used the following tools;

SSL Server Lab Test

The SSL server of the website
scored A+ when it was put to test

by Qualys SSL lab tool.

https://www.ssllabs.com/ssltest/
analyze.html?d=www.sc.com

(&) exodus

Home Heports Trackers Hetter understand The organization

§ SC Mobile

Liganca

© trackers @) permissions

Version 5.10.0 - 2e2 other versions
Source: Google Play
Reparm created on Moy, 26, 2020. 2:0d p.m.

See on Gioogle Play >

© trackers

Wehave found code signature of the Tollowing trackers in the agglication:
Adobe Experience Cloud >

Google Analytice >

Comalyties)

Google Crashlybics >

{ mrashreparting )

Google Firebase Analytics >

MinPane >
( saatytics | { aduarticemant )

Atrackeris a piece of software meant to collect dats about you or your usages. Leam morg.

= Home Projects Qualys Fres Trial Contact
Qualys. ssL Labs
Vou are fene: bome > Promcly = S50 Serrn Teal » waw e com
SSL Report: www.sc.com
Assassed orc Thi 26 Mow 2000 T4 1630 UTC | Hale | Gl cache
Scan Another >>
Server Test time Grade
104.68.101.222
TP AR This, 26 oy 2020 141335 UTC
% AN04-E0-101- 222 Qepioy s _SKARBASCNNOUges LOn T
= Durapan: 48 114
2600:1408:7400:406:0:0:0:6dc
Thu, 26 Moy 2000 14 14:33 UTC

2 (E500-1ADE-T4O0-04DE-0000-0000-0000-I50:. Ceplay SITIC BAMAIeCPOPES COR A

2600:1408:7400:4a2:0:0:0:6dc

Ouration: §4 1

Thai, 28 $ow 2070 14 18 33 UTE

3 E000-TA08-TA00-0488-0000-D000-0000D60C dejory ST SMMARECNROIHES COM

Durwmon: (17 141 5

2. Security Headers: The website had two essential missing security headers. The grade was capped to A.

https://securityheaders.com/?q=https%3A%2F%2Fwww.c.com%2Fug%2F &followRedirects=on

Security Headers

Security Report Summary

A

54

Blacklight Markup

Blacklight detected six trackers and 10
cookies on the website sending data to
companies involved in online advertising.
Blacklight detected scripts belonging to
Alphabet, Inc., Facebook, Inc., and LinkedIn

Corporation.
MyIPs

The hosting server is located in California,

USA.

https://themarkup.org/blacklight?url=www.
sc.com
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Centenary Bank, Uganda

Mobile Application: We carried out a static analysis on the CenteMobile app using Exodus Privacy and we
identified 5 trackers in the android mobile application. These included; Facebook Places, Facebook Login and
Facebook Share. NOTE: There have been concerns over these trackers for sharing information back to the
Facebook servers without users’ consent.

https://reports.exodus-privacy.eu.org/en/reports/154942/

( E)(Od us Horme Reports Trackers Better understand The arganization

Centemobile
/|

@ trackers €D permissions

Version 76.6 - see other versions
Source: Google Play
Report created on Nov, 26, 2020, 3:34 p.m.

See on Google Play >

@ trackers

We have found code signature of the following trackers in the application:

Website: Verified by DigiCert Inc, the website is encrypted with 256 keys AES and uses version 1.2 of transport

layer security. To further test the security of the website, we used the following tools;

SSL Lab Server Test: The SSL server of the website scored a B because it supports weak Diffie-Hellman (DH)
key exchange parameters and also supports older versions of TLS that is; TLS 1.0 and TLS 1.1.

https://www.ssllabs.com/ssltest/analyze.html?d=www.centenarybank.co.ug

@ Oua'ys SSL Lol Home Projects Qualys Free Trial Contact

You are here: Home > Erojects = 851 Server Tast> www centenanbank coug

SSL Report: www.centenarybank.co,ug (13.95.192.56)

Assessed on: Thy, 26 hov 2020 15:38.00 UTC | Hide | Clear cachie Scan Another »
Summary

Overall Rating

Proiocol Support

Key Exchange

Visit our documentation paga for more information, configuration guides, and books. Known issues are documentad hera,
This server supports weak Diffie-Hellman (DH) key exchange parameters. Grade capped to B, MORE [NFD »

This server supports TLS 1.0 and TLS 1.1, Grade capped to B, MORE INFD »

www.unwantedwitness.org

55




www‘unwantedwitness‘org

B Privacy Scorecard Report 2021

Centenary Bank, Uganda

Mobile Application: We carried out a static analysis on the CenteMobile app using Exodus Privacy and we identified
5 trackers in the android mobile application. These included; Facebook Places, Facebook Login and Facebook Share.
NOTE: There have been concerns over these trackers for sharing information back to the Facebook servers without
users’ consent.

https://reports.exodus-privacy.eu.org/en/reports/154942/

Securit_yHeaders Home About Donate
sty 3351 Probely

Scan your site now

https://www.centenarybank.co.ug/

B Hide results ¥ Follow redirects

Security Report Summary
Site: hitps:/ [www.centenarybank.co.ug/
IP Address: 13.95.192.56
Report Time: 27 Nov 2020 07:13:36 UTC

A Strict-Transport-Security nt-Security-Policy | % X-Frame-Options

% X-Content-Type-Options

Headers:

3. Blacklight Markup: Blacklight detected scripts belonging to the companies Alphabet, Inc., Microsoft Corporation

and Facebook, Inc. and one cookie set for Zendesk, Inc.
4. Mylps: The server that hosts www.centenarybank.co.ug domain are located in Redmond, USA.

https://themarkup.org/blacklight?url=www.centenarybank.co.ug
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ABSA Bank, Uganda (FormerlyBarclays)

Mobile Application: We identified trackers owned by Alphabet Inc. (Google), Microsoft and New Relic (used for

analytics)

E'S E)(Od us Home Reports Trackers Better understand The organization

o
(e Absa Uganda

Uganda

© trackers €B) permissions

Version 6.1.7 - see other versions
Source: Google Play
Report created on QOct. 5, 2020, 2:08 p.rm. and updated on Oct. 7, 2020, 2:04

=

© trackers

We have found code signature of the following trackers in the application:

Google Crashlytics >

Website:

SSL Lab Server Test: The website employs version 1.2 of the transport layer security (TLS) and verified by DigiCert

Inc. The three SSL servers of the website scored A on average.

https://www.ssllabs.com/ssltest/analyze.html?d=www.absa.co.ug

P,

See on Google Play >

@ Qualys. ssL Labs

You are here: Home = Projects = 5L Senver Test= wwwabsa.co.ug

SSL Report: www.absa.co.ug

Assessed on: Fri, 27 Mov 2020 07:33:06 UTC | Hide | Clear cache

Server

52.49.105.66

1 er2-52-40-105-66 eu-west1 compute amazonaws.com

Ready

46.51.204.150

2 eC2-46-31-204-150 eu-west-1.compute. amazonaws.com
Ready

52.213.30.91

3 eC2-52-213-30-91 eu-wes-1.compute amazonaws.com
Ready

S5L Reportv2.1.8

Home  Projects  Qualys Free Trial  Contact

Scan Another >>

Test time Grade

Fri, 27 Nov 2020 07:27:08 UTC

Duration: 119521 sec

Fri, 27 Nov 2020 07:29:07 UTC

Duration: 119.407 sec

Fri, 27 Mov 2020 07:31.07 UTC

Duration: 119.218 sec

www.unwantedwitness.org
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Website:

2. Security Headers

The website’s grade was capped A - because it lacked the Permissions-policy security header.

https://securityheaders.com/?q=https%3A%2F%2Fwww.absa.co.ug%2F &followRedirects=on

Security Headers

Sponsored b Pr O b e I y

Security Report Summary

Site:

IP Address:

Report Time:

Headers:

Warning:

Blacklight Markup

Home About

Scan your site now

https://www.absa.co.ug/

B Hide resuits [ Follow redirects

https:{ fwww.absa.co.uq/personal/

45.51.204.150

27 Now 2020 07:27:04 UTC

+ Referrer-Policy | » Content-Security-Policy

Grade cappad at A, pleasa see warnings balow.

Donate

Blacklight detected nine trackers and 11 third-party cookies on the website sending data to companies involved

in online advertising. Blacklight detected scripts belonging to Facebook, Inc., Alphabet, Inc., and LinkedIn

Corporation.

The website uses Facebook Pixel. This is a snippet of code that sends data back to Facebook about people who visit
this site and allows the site operator to later target them with ads on Facebook.

MylP

The website is hosted on Amazon servers in Ireland https://themarkup.org/blacklight?url=absa.co.ug
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DFCU Bank, Uganda.

Mobile Application.

Using Exodus Privacy to carry-out a static analysis, we found only one tracker in DFCU’s Quick App. The tracker
belonged to Alphabet Inc.

https://reports.exodus-privacy.eu.org/en/reports/154982/

I':g. E)(Od LIS Home Reports Trackers Better understand The erganization

dfcu QuickApp

1 tracker € permissions

Version 2.0.0 - see other versions

Source: Google Play

2020

Report created on Now. 27, 2020, 7:55 am.

See on Google Play >

1 tracker

We have found code signature of the folfowing tracker in the application:

Google Crashlytics >

Website. SSL Lab Server Test
The website’s SSL certificate is Basing on the report by Qualys SSL server testing tool, the website
verified by GoDaddy,com Incand  scored a B due to the fact that it supports versions 1.0 and 1.1 of the
runs version 1.2 of the transport transport layer security (TLS) protocol.
layer security (TLS).
https://www.ssllabs.com/ssltest/analyze.html?d=www.dfcugroup.com
@ QLIEIWS. SO Lt Home  Projests  Cuslys Fres Trisl  Conace

Yoursor baret 20me * EYpacts > SUL S Tests waw akgtaup.con
SSL Report: www.dfcugroup.com [40.74.255.112)
A ot F 37 14 S0 T8 T il Gl spehy Scan Another s

Summary

Frotovd fuppeet
iy Encsunge

Ciphas Gerenze

Vi o ot g UL

This Bervar sapporms TLE 10 mad TLG 1.1, Grads copped o i WU niG..

s s v inly I bemssers et S0 aope
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2. Security Headers

According to a report by securityheaders.io, DFCU’s website has missing security headers. This puts the website at
risk of cyber-attacks like Click-jacking and injection attacks.

https://securityheaders.com/?q=https%3A%2F%2Fwww.dfcugroup.com%2F &followRedirects=on

SecurityHeaders Home About Donate

Sponsored by :E.: pl"Obe Iy

Scan your site now

https://www.dfcugroup.com/ Scan

B Hide results ¥ Follow redirects

Security Report Summary
Site: hittps:/ fewnv.dfcugroup.com/
IP Address: 40.74.255.112
Report Time: 27 Nov 2020 08:12:51 UTC
Headers:

3. Blacklight Markup

Three trackers and one cookie owned by Alphabet Inc. (Google) were identified on the website, according to a
report by Blacklight. Furthermore, the website uses key logging on some fields.

NOTE: Key logging is when a website captures the text that you type into a webpage before you hit the
submit button.

The website captured key-strokes of the users; information entered in the name, family-name, given-name
fields on the website.

4. Mylp
The website is hosted on a Microsoft server in Texas, USA.

https://themarkup.org/blacklight?url=www.dfcugroup.com
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Ministry of Health, Uganda.

In this analysis, we focused on only the website (https://www.health.go.ug/) since the institution doesn’t have
an official mobile application.

SSL Lab Server Test
Overall, the website SSL server scored a B after it was tested by Qualys SSL Lab server testing tool.

https://www.ssllabs.com/ssltest/analyze.html?d=www.health.go.ug

C @ ssllabs.com/ssitest/analyze htm|?d=www.health.go.ug a2
You are here: Hone > Projects » 350 Server Test » wwis heath go ug

SSL Report WWW, health go ug

Assessed on: Tug, 2 v 2020 13 1 Hide
Scan Another >>

Server Test time Grade

3 2606:4700:20:0:0:0:ac43:4768 Tus, 24 Nov 2020 13.00.45 UTC .
Ready Duration; 105.545 sec .

2 2606:4700:20:0:0:0:681a:c31 Tue, 24 Nov 2070 13.02 30 UTG R
Ready Duration; 104 445 et -

3 2606:4700:20:0:0:0:681a:d31 Tue, 24 Nov 2 0415 UTE E
Ready Duration: 104

4 104.26.12.49 Tue, 24 Nov 2020 130558 UTE n
Ready Duration: 108 437 sec -

172.67.71.104

Ready

104.26.13.49 Tug. 24 Nov 2020 1503 4 UTC .
P B

Ready Duration: 10% 174 se

Security Headers

The website failed the test with F. The website missed all the necessary security headers like; Strict-Transport-
Security Content-Security-Policy X-Frame-Options X-Content-Type-Options Referrer-Policy Permissions-
Policy. This implies that the website is susceptible to attacks like XSS, code injection, clickjacking.
https://securityheaders.com/?q=https%3A%2F%2Fwww.health.go.ug%2F &followRedirects=on

€ C @ secuntyheaders.com/Tg=hitps%IAR2F%2Fwav health go ug %2 F&dollow Redirects =on * 0

Securil‘.}‘ Headers Home About

Sponsored by *®
¥ T enee

Scan your site now

B Hide results ¢ Follow redirects

Security Report Summary

Site:

1P Address:

Report Time:

{-Content-Type-Options

Headers:
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3. Blacklight

This application detected trackers on this page sendlng data to companies involved in online advertising.
Blacklight detected scripts belonging to the companles Facebook, Inc., Twitter, Inc. and Alphabet, Inc.

Blacklight also detected 4 third-party cookies on this site, this mcluded cookies set for Stripe, Inc and
Alphabet, Inc.

Canvas ﬁngerprinting was detected on this website. This technique is designed to identify users even if they
block third-party cookies. It can be used to track users’ behavior across sites.

https://themarkup.org/blacklight?url=www.hea|th.go.ug
https://www.andreafortuna.org/2017/11/06/what-is-canvas-fingerprinting-and-how-the-companies-use-it-
to-track-you-online/#:~:text=Canvas%20fingerprinting%20is%20a%20type,cookies%200r%200ther%20
similar’%20means.

4. Ghostery

The extension identified 10 trackers on the ministry of health website. These included; Facebook Connect,
Google and Twitter trackers.

< C @& healthgoug Lad

HOME ABOUT MOH HOSPITALS

TRACKERS &7 Block Al
Collapse All

10 ~ Customer Interaction

1 TRACKER

Message from the PS.
www health go.ug Google Translate

Trackers Blocked: 1

Requests Modified: 5 &) Social Media n
Page Load: 18.4 secs 4TRACKERS 1 BLOCKED
O Trustsite Facebook Connect
® Restricsite Twitter Button
DISTRICT. ]
Pause Ghostery A4 " =
o oN -
P — "
W) [ @ =
LET'S END COVID-1% TOGETHEF (\“’ J \\\‘? /-J List Vi
CONFIRMED CASES e G

5. MylP.is
According to the analysis done by MylP, the website is hosted in San Francisco, USA.

https://myip.ms/info/whois/1 04.26.12.49/k/774359933/website/www.health.go.ug

www,unwantedwitness.org
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NIRA, Uganda

Officially NIRA doesn’t have a mobile application. In this section we tested the official website of the
organization (https://www.nira.go.ug/).

SSL Lab Server Test: The SSL server of NIRA’s website scored a B. The website connection is encrypted with
Transport Layer Security 1.2 (not the latest version). https://www.ssllabs.com/ssltest/analyze.html?d=www.

nira.go.ug

i ssllabs.com/ssltest/analyze htmld =www.nira.go.ug aQ o

SSL Report: www.nira.go.ug (154.72.196.148)
Assessed on: Wad, 25 Nov 2050 04532 28 UTC | HIDDEN | Clear cache chg Aﬂogher »

Summary

Overall Rating
Centificate
Protocol Support
Ky Exchange

Cipher Strangeh

Visit our docamertation pags for mers infermation, configuration guides, and books. Known issues ars documented hers.

This server supports TLS 1.0 and TLS 1.1. Grade cappsd 10 8. MORE INED

2. Security Headers: The website was ranked with a B. It had two missing security headers namely;
Content-security-policy and permissions-policy. This infers that the website is vulnerable to cross-site
scripting and other injection attacks. https://securityheaders.com/?q=https%3A%2F%2Fwww.nira.
go.ug%2F &followRedirects=on

64

Security Report Summary
Site;
1P Address:
Report Time:
aadetn: v Referrer-Policy

3. Blacklight Markup : Blacklight detected a tracker on this page sending data to companies involved in online
advertising. Blacklight detected a script belonging to the company Twitter, Inc.

4. Mylp.is: The website is hosted on a server located in Kampala, Uganda; according to the report by myip.is

https://themarkup.org/blacklight?url=www.nira.go.ug



Privacy Scorecard Report 2021 [ |

Uganda Revenue Authority.
We carried out a test on URA’s android mobile application (AskURA) and the official website.

Mobile Application: We used Exodus to check if the application has trackers. Only one tracker (Google
AdMob) was identified. https://reports.exodus-privacy.eu.org/en/reports/154783/

' 8 _': Exodu S Home Reports Trackers Better understand The organization

1 tracker €& permissions

Version 16 - zee other versions
Source: Google Piay
Report created on Mow, 25, 2020, 1:06 pum.

See on Google Play >

‘1 tracker
We have found code signature of the following tracker in the applicaticn:

Google AdMob >

A tracker is a piece of software meant to collect data about you or your usages. Learn more...

€E) permissions

We have found the following permissions in the application:

2. Website: The website is encrypted with the latest TLS version (1.3). Two cookies were recognized on the
website. We used the following tools to analyze the website furthermore;

SSL Lab Server test: The SSL server of NIRA’s website scored a B when it was analyzed by Qualys’ SSL
server test tool, this is because of its weakness in protocol support. https://www.ssllabs.com/ssltest/analyze.
html|?d=www.ura.go.ug

SSL Report: www.ura.go.ug (196.10.228.59)
Assessed on: Wed, 25 Nov 2020 13:35.07 UTC | Hide | Clear cache M&

Summary

Overall Rating

Prowocol Suppon

Hey Exchonge

Cipher Stength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here,

This server's certificate chain is incomplete. Grade capped to B,

This server supports TLS 1.1. Grade capped to B. MORE INFO s

www.unwantedwitness.org
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b. Security Headers: The website scored a D because lacked some security headers like Content Security-
Policy, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, and Permissions-Policy. The website
may be prone to attacks like cross-site scripting, Clickjacking, spoofing and others. https://securityheaders.
com/?q=https%3A%2F%2Fwww.ura.go.ug%2F &followRedirects=on

Scan your site now

https://www.ura.go.ug/ Scan

B Hide results ¥ Follow redirects

Security Report Summary

Site: hps:/fwww. ura.go.ual
1P Address: 196.10.228.59
Report Time; 25 Now 2020 12:49:02 UTC

Headers:

c. Blacklight Markup: Blacklight detected trackers on this page sending data to companies involved in online
advertising. The web app detected scripts belonging to the companies Twitter, Inc. and Alphabet, Inc.

d. MylP.is: The servers that host the website are located at Nakawa Industrial Area, Kampala, Uganda.
https://themarkup.org/blacklight?url=www.ura.go.ug
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Directorate of Citizenship and Immigration, Uganda.

In this section, we analyzed the website of the directorate of Citizenship and Immigration (https://
immigration.go.ug/) and assessed its security level using the following web application tools;

SSL Lab Server Test: The SSL server of the website runs the latest Transport Layer Security version (1.3), it
scored A after the analysis.

Security Headers: The website notched a D after the test, this because it had missing security headers like like
Content Security-Policy, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, and Permissions-
Policy. The website may be prone to attacks like cross-site scripting, Clickjacking, spoofing and others.

https://www.ssllabs.com/ssltest/analyze.html?d=immigration.go.ug and https://securityheaders.
com/?q=https%3A%2F%2Fimmigration.go.ug%2F &followRedirects=on

Home About

Security Headers

Probely

R.pnn!.nred hy

Scan your site now

https://immigration.go.ug/ Scan

B Hide results v Follow redirects

Security Report Summary

Site: ntips://immigration,go.ue/
1P Address: 154, 72194115
Report Time: 26 Nov 2020 09:20:18 UTC

Headers:

c. Blacklight Markup: Blacklight detected a script belonging to the company Facebook, Inc.

d. MylP: Jurisdictions: The website is hosted on a server in Kampala, Uganda. https://themarkup.org/
blacklight?url=immigration.go.ug

Whois Web Hosting Information for website — immigration.go.ug - 26 Noverriber 2020, 12:49.34

Hosting Info for Website: immigration.go.ug #273,733 position in world sites rating

Hide Map »
Popularity: BRR: 3,130 visitors per day
Sudan
IP Address: 154.72.194.115 [ chad Yomes
o g O h i ; il i
IP Location: E= Uganda, Central Region, Kampala pd 4 § Ethiopis
= = :f‘“f - W somala
IP Reverse DNS (Host): whl_nita.go.u 5 as -
( ) Sl s e aggde
Top Level Host Usage: 136 sites use XXX.nita.go.ug as IP Reverse DNS : el & onemnia
Hosting Company / IP Owner: ES Kampala 256 414 Angola '_} ol :’f---' <
ZamBi - Mozamblave
Owner IP Range: 154.72.194.0 - 154.72.194.255 (256 ip) Other Sites on IP » o “"ﬁM‘ _@

Owner Address:

Owner Country:

Palm Courts, Plot 7A, Retary Avenue, Kampala, Uganda

== Uganda

[y p o T

* Websiite Live
* . [Diagram
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UAP Insurance

Mobile Application: Apparently, we couldn’t find a mobile application of UAP on Google’s play store.
Website

The website uses the RSA encryption standard with SHA-256 keys and TLS 1.2 to secure the website.

a. SSL Lab Server Test

When we submitted in the domain of UAP, the server scored a B. The SSL server of UAP’s website supports
weak Diffie-Hellman (DH) key exchange parameters. The server also accepts RC4 cipher, but only with older

protocols. It supports 1.1 and 1.2 TLS versions.

https://www.ssllabs.com/ssltest/analyze.html?d=www.uap-group.com

Home Projec Qualys Free Trial Contac
@ Qualys. ssi Labs s =

You are here: Home > Projects = SEL Server Test = www.uap-group.com

SSL Report: www.uap-group.com (23.97.215.150)
Assessed on: Fri 27 Nov 2020 084043 UTC | Hids | Clear cache Scan Another »

Summary

Overall Rating

Frotocol Support

Key Exchange

Visit pur documentation page for more information, configuration guides. and books. Known issues are documented hara,
This Server supports weak Diie-Heliman (DH) key exchange paramelers. Grade capped to B, MOKE INFD »
This server accepts RCA cipher, but only with older protocols. Grade cappad to B. MORE INFO o
This server supports TLS 1.0. Grade capped to B. MORE INFO »

This site works only in browsers with SNI support.

b. Security Headers: The website missed the following security headers; Strict-Transport-Security, Content-
Security-Policy, Referrer-Policy, and Permissions-Policy.

c. Blacklight Markup: No trackers were identified on the website.
d. Mylp: The website is hosted on a Microsoft server in Washington, USA

https://securityheaders.com/?q=https%3A%2F%2Fwww.uap-group.
com%2Fsites%2Fuganda’%2FPages’%2FHome.aspx&followRedirects=on

https://myip.ms/info/whois/23.97.215.150/k/187553696/website/www.uap-group.com

www.unwantedwitness.org
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SANLAM

Mobile Application: Only one tracker (Google Crashlytics) was identified by Exodus Privacy during the static
analysis. https://reports.exodus-privacy.eu.org/en/reports/154991/

E)(Od s Harme Reports Trackers Better understand The organization

70

@ Sanlam

1 tracker ‘4 permissions

Version 2.6.202011171136_live - see other versions
Source: Google Play
Report created on New. 27, 2020, noon

See on Google Play >

Website

By the time of the analysis, the website was using a RSA encryption standard with AES 256 keys. We used
the following tool to assess the security of the SSL server, certificate and find out the jurisdictions of the
hosting server;

SSL Lab Test Server by Qualys

The SSL server of the website failed the test. This is because it supports 512-bit export suites and might be
vulnerable to the FREAK attack. A FREAK attack allows malicious players to intercept HTTPS connections
between vulnerable clients and servers and force them to use ‘export-grade’ cryptography. This export-grade
cryptography includes out-of-date encryption key lengths that can then easily be decrypted.

https://www.ssllabs.com/ssltest/analyze.html?d=www.sanlam.com

@ QU O|YS. SSL Labs Home Projects Qualys Free Trial Contact

You are here: Home > Projects > 351 Senvar Test » www sanlam.com

SSL Report: www.sanlam.com (196.36.206.27)

Assessed on: Fri, 27 Nov 2020 12:00:18 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

coner |
——

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
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The SSL server supports insecure cipher suites as shown in the image below;

TLS OHE REA_WITH_AES_128_CBC_SHAZ255 (0267) DH2042.biks FS \WEAK 128
TLS_EHE RSA WITH_AES 256 CBC SHA([m33) cH204bi= FS WEAK 256
TLS_OHE RSA_WITH_AES_128_CBC SHA(0x33) DH2042 bis Fs WEAK 128
TLS_DHE RSA WITH_3DES EDE CBC SHA(Sxlf) DHZ04zbis F= WEAK 12
TLS_RSA_WITH_3DES_EDE_CBC SHA(dzz) WEAK 112
TLS_RSA_WITH_RC4_128_SHA (03} INSECURE 128
TLS_RSA_WITH_RC4_128_MD5 [0x4) INSECURE 123
TLS RSA WITH_DES CBC_8HA(2x9) IMSECURE 56
TLS_RSA_EXPORT1024 WITH_RC4_55_BHA(0xad) INSECURE 55
TLS_RSA_EXPORT_WITH_RC4_40_MD5 (0x3) INSECURE 40
TLS_RSA_EXPORT_WITH_DES40_CBC_SHA (cx8) INSECURE 40
TLS_RSA_EXPORT_WITH_RC2_ CAC_40_MOS (0x5) INSECURE 40
TLS_DHE RSA_WITH_DES CBC_SHA(0x15) DHzo4goits Fs INSECURE 58
TLS_RSA_EXPORT1024_WITH_RC4_55_MD5 {nx6a) INSECURE 58
TLS_R3A_EXPORT1024_WITH_RC2_CBC_56_MD5 {0x£1) INSECURE 56

Security Headers: The website scored a D because it missed the following security headers; Strict-Transport-
Security, Content-Security-Policy, Referrer-Policy, and Permissions-Policy. This puts it at a risk of XSS
attack.

Security Headers Home  About Donate

Sponsored by

Scan your site now

https://www.uap-group.com/sites/ugan:

B Hide results ¥ Follow redirects

Security Report Summary
Site: hittpsd lwww.uap-aroup.com/sitesfuganda/Pages/Home.aspx
1P Address: 23.97.215.150
Report Time: 27 Now 2020 DB:37:56 UTC

2. Blacklight Markup: Two trackers and two cookies were detected on the website sending data to companies
involved in online advertising. Blacklight detected a script belonging to the company Alphabet, Inc. (Google)

3. MylPs: The server hosting Sanlam’s website is located in Johannesburg, South Africa.

https://themarkup.org/blacklight?url=www.sanlam.com

https://myip.ms/info/whois/196.36.206.27/k/2917117712/website/www.sanlam.com
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BRITAM

Mobile Application: Three trackers were identified during the static analysis by Exodus Privacy, namely;
Google Analytics, Cordova, and Google Tag Manager.

https://reports.exodus-privacy.eu.org/en/reports/155018/

Exod us Home Reporks Trackers Better understand The organization

Britam Britam

3 trackers &) permissions

Version 3.0.5 - see other versions
Source: Google Play
Report created on Mow, 27, 2020, 3:28 p.m.
See on Google Play >

3 trackers
We have found code signature of the following trackers in the application:

Google Analytics >

(_anatytics )

Google Analytics Plugin (Cordowva) >

(analytics )

Google Tag Manager >
(Canalytics )

A tracker ic a piece of software meant to collect data about you or your usages. Learn more...

Website: The website is secured with TLS 1.2 and it’s verified by Digi Cert Inc. It also uses RSA encryption
standard with AES 256 keys.

SSL Lab Server Test: The SSL server of the website supported weak Diffie-Hellman (DH) key exchange
parameters and TLS 1.1. Grade was capped to B.

https://www.ssl|abs.com/ssltest/analyze.html?d=ug.britam.com

Home  Projects  Qualys Free Trial  Contact
Qualys. ssL Labs
You are here: Home > Projects = 551 Server Test > ug.britam.com

SSL Report: ug.britam.com (196.41.65.19)

Assessed on; Fri, 27 Nov 2020 15:32:32 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Protocol Support

i B s

Hey Exchange

e ]

20 4 B0 a0 100
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Security Headers

The website scored a D didn’t have the following security headers; Strict-Transport-Security, Content-
Security-Policy, Referrer-Policy, and Permissions-Policy.

https://securityheaders.com/?q=https%3A%2F%2Fug.britam.com%2F &followRedirects=on

Security Headers Home  About Donate

Spansored by :E 4 PrD b e I y

Scan your site now

https://ug.britam.com/ Scan

I Hide results ¥ Follow redirects

Security Report Summary
Site: httpst|ug.britam.com/
1P Address: 196.41.68.19
Report Time: 27 Nov 2020 15:28:45 UTC

2. Blacklight Markup

Blacklight detected Alphabet Inc’s trackers on the website sending data to companies involved in online
advertising.

3. Mylp

It’s hosted in Nairobi, Kenya. https://themarkup.org/blacklight?url=ug.britam.com
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GOLDSTAR

Mobile Application: The company didn’t have a mobile app in place by the time we carried out this analysis.

Website: The company coupled the latest version of the transport layer security (1.3) together with AES
encryption to secure the website. We used the following tools to analyze the website further;

SSL Server Lab Test: The SSL server of Goldstar’s website scored A after the test. According to the test
report, the server showed security strength in both the SSL certificate and protocol support.

https://www.ssllabs.com/ssltest/analyze.html?d=www.goldstarinsurance.com

@ Ququs, SSL Labs Home Projects Qualys Free Trial Contact

You are here: Home » Proiecs > S5L Server Tesl = www.goidstarinsurance com

SSL Report: www.goldstarinsurance.com (41.217.237.8)

Assossod on: Sal, 28 Nov 2020 (8.12°67 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

(=

—— |
J 20 U o 80 T

ariificate
Key Exchange

Cipher Strength

Visit our decumentotion poaas for more information, configuration guides, and books. Known issues are documented here.

‘This site works only in browsers with SNl Support.

2. Security Headers

According to the report by security headers, the website scored a D because it lacks some security headers as
shown below;

https://securityheaders.com/?q=https%3A%2F%2Fwww.goldstarinsurance.com%2F &followRedirects=on

Security Report Summary
Site: hittps:/ fwww goldstarinsurance.com/
1P Address: 41.217.237.8
Report Time: 28 Nov 2020 08:10:47 UTC

v X-Frame-Options | + X-Content-Type-Options | ® Strict

Transport-Security

Headers:
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3. Blacklight Markup

This tool detected a script belonging to the company Alphabet, Inc. (Google). According to Blacklight, the
website uses Google Analytics and seems to use its “remarketing audiences” feature that enables user tracking
for targeted advertising across the internet. This feature allows a website to build custom audiences based on
how a user interacts with this particular site and then follow those users across the internet and target them
with advertising.

4. MylP
According to Mylp.ms findings, the server hosting the website is situated in Kampala, Uganda.
https://themarkup.org/blacklight?url=www.goldstarinsurance.com

https://myip.ms/info/whois/41.217.237.8/k/295439408/website/www.goldstarinsurance.com

JUBILEE INSURANCE

Mobile Application

The company didn’t have a mobile application to deliver services to Ugandans by the time we carried out this
analysis.

Website

The company employed version 1.2 of the transport layer security together with advanced encryption
standard of 128 keys. We analyzed the security of the SSL server, and the certificate using the following tools;

SSL Server Lab Test
Since the server supported the older versions of TLS, the grade was capped to B.
https://www.ssllabs.com/ssltest/analyze. html?d=www.jubileeinsurance.com

You are here: Home > Projects = 881 Server Test = www jubileeinsurance.com

SSL Report: www.jubileeinsurance.com (18.134.130.29)

Assoscad on: Sai 28 Mov 2020 08:41:33 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating
Certificate
Protocol Support
Kay Exchange

Cipher Strengin

Visit our documentation paog for more information, configuration guides, and books. Known issees are documented here.

This server supports TLS 1.0 and TLS 1.1. Grade cappad to B. MORE INFD »

www.unwantedwitness.org
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2. Security Headers

The website failed the test with F. According to the report by Security Headers website, the website had none
of the essential security headers. This makes it susceptible to attacks like cross-site scripting.

Security Report Summary

Site: hitps: fwwwubileeinsurance.com/Un/
IP Address: 1813413029
Report Time: 28 Nov 2020 083956 UTC

X Strict-Transport-Security | % Content-Security-Policy | % X-Frame-Options ] % X-Content-Type-Options
Headers!

A Referrer-Policy |  Permissions-Policy

3. Blacklight Markup

No tracker was detected on Jubilee’s website.

4. MylPs

The website is hosted in Cambridge, Massachusetts, USA

https://myip.ms/imco/whois/18.134.130.29/k/2064803358/website/www.jubi|eeinsurance.com
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Statewide Insurance (SWICQO)

Mobile Application: The company didn’t have a mobile application by the time we carried out this analysis.

Website: The connection to the website was secured with a SSL certificate verified by Let’s Encrypt and ran
TLS1.3.

SSL Server Lab Test: The SSL Server scored a B after the analysis. This is because the server supports forward
secrecy making it vulnerable to ROBOT attacks. The ROBOT (Return Of Bleichenbacher’s Oracle Threat)
vulnerability allows anyone on the Internet to perform RSA decryption and signing operations with the private

key of a TLS server.

https://www.netsparker.com/web-vulnerability-scanner/vulnerabilities/robot-attack-detected-strong-oracle/
You are here: Home >Eroects > 351 Server Test >www SWco.2o.ug

SSL Report: www.Swic0.Co.Ug (158.85.53.149)
Assessedon: Sat 28 Mov2020 090312 UTC | Hide | Clew caze Scan Another »

Summary

Cocene _

Frotocol Support

Key Exchange

Visit our page for [ o, guides, and books. Knows issuss are documented hare.
This server does nol support Forward Secrecy with the refamencs browsars, Grade cappad o B. MOEE INFO »
This server supparts 7.5 1.0 and TS 1.1, Grade capped 10 B. MOREINFD
This site works only in browsers with SHI support.

| This ssnor sippSTLS 13 |

2. Security Headers: According to the findings of securityheaders.io, the website failed the test because it
didn’t have the essential security headers in place to mitigate cyber-attacks like cross-site scripting.

Security Report Summary

Site: it oot sad oo, couugd

1P Address:

Report Time: 28 Now 2020 09:00:23 LITC

Headers:

3. Blacklight Markup: Blacklight detected two trackers belonging to the company Alphabet, Inc. (Google)
4. MylP: It’s hosted in Virginia, USA.

https://thema rkup.org/blacklight?u rl=www.swico.co.ug and https://myip.ms/imco/whois/158.85.53.149
kMN120899812/website/www.swico.co.ug

www.unwantedwitness.org
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Mobile Application

We analyzed the company’s mobile android application using Exodus Privacy tool. No tracker was identified in
the application during the static analysis.

)(Od us Home Reports Trackers Eetter understand Thi

ICEA LION

(0 trackers €D permissions

Version 1.3 - see other veisions
Source; Geogle Play
Report created on-Mov, 28, 2020, 21%am.

See on Google Play >

{0 trackers
We have not found code signatere of any tracker we know in the application.

The application could contsin tracker{s) we do not know yet,

Atracker iz a pisce of software meant to collect data zbeut you oryour usages, Learn more..

Website
The connection to this website is encrypted with TLS 1.2 and SHA256 with RSA.
SSL Server Lab Test
According to Qualys’ Server Test, the SSL server scored A.
https://www.ssllabs.com/ssltest/analyze.html?d=www.icealion.com

You are here: Home > Piojects > S3L Semsr Teat > wwwicealion com

SSL Report: www.icealion.com (160.153.141.139)

Assessed on: Sal, 28 Nov 2020 09.23:24 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

—
0 Q 0 40 J‘ 0 u 0 10

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
HTTP request to this server falled, see below for details.

This site works only in browsers with SNI support.
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2. Security Headers
Overall, the website scored a C because it had missing security headers.

https://securityheaders.com/?q=https%3A%2F%2Fwww.icealion.com%2F &followRedirects=on

Security Report Summary
Site: hittps:/ fwww.icealion.com/
IP Address: 160.153.141.139
Report Time: 28 Now 2020 09:20:25
v X-Frame-Options | v X-Content-Type-Options X Strict-Transport-Security
Headers: =
% Content-Security-Policy | % Permissions-Policy
3. Blacklight Markup

Blacklight detected three trackers on the website sending data to companies involved in online anamely;
Facebook, Inc. and Alphabet, Inc. (Google). Furthermore, Blacklight also detected Facebook Pixel on ICEA’s
website. The Facebook pixel is a snippet of code that sends data back to Facebook about people who visit this
site and allows the site operator to later target them with ads on Facebook.

4. MylP
The website is hosted on a server in Arizona, USA according to this report.

https://themarkup.org/blacklight?url=www.icealion.com

https://myip.ms/inFo/whois/1 60.153.141.139/k/688971764 /website/www.icealion.com

www.unwantedwitness.org
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Case Hospital

Mobile Application

We couldn’t find any android application of Case Clinic on Google’s Play Store.
Website (casemedcare.org)

The company employs TLS 1.3 with AES algorithm with 256 bit keys to encrypt the connection and data on

the website.
SSL Lab Server Test
The SSL Server of the website scored A after the test.

https://www.ssllabs.com/ssltest/analyze.html?d=casemedcare.org

SSL Report: casemedcare.org (8.29.157.92)
Asagasad on: Wan, 30 Now 2020 0313 23 UTC | Hids | Clear caghs Scan Another »

Summary

Overall Rating

Certificate

[ a0 Al B an 1

Key Exchange

Cipher Strength

Visit oar documentation page for more information, configuration guides, and books. Known issugs are documentsd nere.

Thiss sie wirks ol Tn Browsers Wil SN support.

b. Security Headers

According to the analysis report by securityheaders.io, the website failed the test because it didn’t have all the
essential security headers. These leaves it susceptible to cyber-attacks like click-jacking and injection attacks.

https://securityheaders.com/?q=https%3A%2F%2Fcasemedcare.org%2F &followRedirects=on

Security Report Summary
Site: https://casemedcare.org/
IP Address: £.29.157.92
Report Time: 30 Nowv 2020 09:12:19 UTC

olicy | ® ¥-Frame-Options | % X-Content-Type-Options
Headers:

c. Blacklight Markup
No third-party trackers or cookies were detected on the website.
d. Mylp

The website was hosted in Ohio State, USA by the time this analysis was executed.

www.unwantedwitness.org
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International Hospital Kampala (IHK)

No android application belonging to IHK was identified on Google’s PlayStore.

Website (ihk.img.co.ug/): The company uses TLS 1.3 with AES algorithm with 256 bit keys to encrypt the
website connections. The SSL certificate is verified by ‘Let’s Encrypt’

SSL Lab Server Test: According to the analysis report by Qualys’ tool, the SSL server scored a B because it
didn’t support forward secrecy with the reference browsers.

https://www.ssl|abs.com/ss|test/analyze.html?d=ihk.img.co.ug

SSL Report: ihk.img.co.ug (50.22.208.143)

Assesced on: Mon, 30 Mov 2020 00:27:04 UTC | Hige | Clear cache Scan Another »

Summary

Overall Rating

Protocol Support

Key Exchange

Thiz server does not Support Forward SecTacy WIth the referenca browssrs. Grade capped to B. MORE INFO »

b. Security Headers: The website failed the test because it lacked all the essential security headers.

https://securityheaders.com/?q=https%3A%2F%2Fihk.img.co.ug%2F &followRedirects=on

Security Report Summary

Site:
1P Address:

Report Time:

Headers:

 Reterrer-Policy | % Permissions-Policy

c. Blacklight Markup

Three ad trackers owned by Alphabet Inc. (Google) and Facebook were identified on this website. Websites
containing advertising tracking technology load Javascript code or small invisible images that are used to
either build your advertising profile or to identify you for ad targeting on the internet. More so, the website
uses the Facebook Pixel feature to send data back to Facebook.
https://themarkup.org/blacklight?url=ihk.img.co.ug

d. Mylp

The website is hosted in the state of Virginia, USA.

https://myip.ms/info/whois/50.22.208.143/k/748939688/website/ihk.img.co.ug



Privacy Scorecard Report 2021 [ |

Nakasero Hospital

Mobile App: No mobile application affiliated to Nakasero Hospital was found on Google’s PlayStore.

Website (http://nakaserohospital.com): The website lacked a SSL certificate by the time we carried out this
research.

SSL Lab Server Test: The SSL certificate of the website wasn’t trustful according to the report by SSL Lab.
This is because it expired on 29th June, 2018.

https://www.ssllabs.com/ssltest/analyze.html?d=nakaserohospital.com

SSL Report: nakaserohospital.com (160.153.47.1)
Assessed on: Won, 30 Hov 2020 10 35.46 UTT | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificatle

Frodocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server's cerfificate is not trusted, ses hefow for details,

b. Security Headers
The website scored an E because it had only one of the essential security headers.

https://securityheaders.com/?q=http%3A%2F%2Fnakaserohospital.com%2F &followRedirects=on

Security Report Summary

Site: bitprakasarchospital com/ - (Scan again over bitps)
¥ Address: 160,153,471
Report Time: 30 Mov 2020 10:32:27 UTC
Referrer-Palicy |  Content-Securky-Folicy L x X Frame-Optiors | & X-Concent Type-Opuons |
e [~ oo o]

Waming: Grade capped at A, please see wamings below

c. Blacklight Markup

Blacklight detected a script of an ad-tracker belonging to the company Facebook, Inc.
d. Mylp

The website is hosted by GoDaddy in the state of Arizona, USA.

https://themarkup.org/blacklight?url=nakaserohospital.com

https://myip.ms/info/whois/1 60.153.47.1/k/2375897079/website/nakaserohospital.com
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Paragon Hospital

Mobile App

Paragon hospital didn’t have an android mobile app by the time we carried out this research.
Website (paragonhospital.ug)

The website is partially encrypted; parts of the website were not encrypted before belng transmitted. This
means that the information sent over the internet using this website can be viewed in transit.

SSL Lab Server Test

Using Qualys’ SSL server test to assess the security of the SSL server of the hospital’s website, the server
scored A

https://www.ssllabs.com/ssltest/analyze.html?d=paragonhospital.ug

SSL Report: paragonhospital ug (67.205.177.204)

Assessed on: Mon, 30 Nov 2000 10°56 19 UTE | Hide | Clear cache Scan Another »

Summary

Oversll Rating

Cortificate

Protoool Support

iy Exchanga

Ciphar Strongth

Wisit our noge for more guides, and Books, Known 55085 are documented Dara,

This &ite Works only In browsars with SNI support.

b. Security Headers

The website failed the test by securityheaders.io with F. This is because it lacked or the required security
headers

https://securityheaders.com/?q=https%3A%2F%2Fparagonhospital.ug%2F &followRedirects=on

Security Report Summary
Site: hitps: {paragonhospital.ugf
1P Address: 67.205.177.204
Report Time: 30 Nov 2020 10:54:06 UTC
Headers;
c. Blacklight Markup

Only one ad-tracker belonging to Alphabet, Inc. was detected on the website.
d. Mylp

According to the report by myip.ms, the website is hosted on a server in New York, USA.
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MTN-Uganda
Mobile Apps

Exodus Privacy

MyMTN

The Exodus Privacy Tool analyzed and identified two Google trackers that is; Google Crashlytics and Google
Firebase, the application also requires 15 permissions on 20th November, 2020.

&J MyMTN

2 trackers €D permissions
Wersion 107 - see other versions
Soul oogle Play
Report created on Oct, 5, 2020, 2:20 p.m: and updated on Oct, 7, 2020, 2:09 g,

See on Google Play >

2 trackers

We have found code signature of the following trackers in the spplication:
Google Crashlytics >

=

{wash reporting

Google Firebase Analytics >

(_amalynics |

A tracker is a piece of software meant 1o collect data about you oryour usages. Learn more..,

€D permissions

We have found the following permissions in the aoplication:

E_LOCATICN
1 (GPS and netnork-besed)

@ 1 Acce

GECESE e

AZCESS ({ORK_STATE

visws nannek rornection:

ACCESS_WIFI_STATE

visw WI-F conrections

b. MTN MoMo

According to the analysis that we carried out on 20th November, 2020; the application has one tracker and
requires 14 permissions.

@ MTN MoMo

1 tracker €D permissions

Sae nin Gonghe Py

i tracker

tode signanue o the follawny Tacker in the spplcmtion

A tracioar |1 § piece o

D permissions

www.unwantedwitness.org
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2. Website

Security Headers.

The SSL certificate of the domain https://www.mtn.co.ug/ scored a C when it was analyzed by Security
Headers. The SSL certificate missed the following headers;

Content-Security-Policy; Content Security Policy is an effective measure to protect your site from XSS
attacks. By whitelisting sources of approved content, you can prevent the browser from loading malicious

assets.

Referrer—Policy: Referrer Policy is a new header that allows a site to control how much information the
browser includes with navigations away from a document and should be set by all sites.

Permissions-Policy: Permissions Policy is a new header that allows a site to control which features and APls

can be used in the browser.

Mylp

From the findings, MTN-Uganda hosts all of its users’ data in Uganda.

https://securityheaders.com/?q=https%3A%2F%2Fwww.mtn.co.ug%2F

https://myip.ms/inFo/whois/41 .210.130.172/k/2237717804 /website/www.mtn.co.ug

Whois Web Hosting Information for website

Hosting Info for Website:
Paopularity:

IP Address:

IP Location:

IP Reverse DNS (Host):

Top Level Host Usage:

Hosting Company / IP Owner:

Owner IP Range:

Owner Address:

Owner Country:

Owner Phone:

Owner Website:

Owner CIDR:

WWW.MIN.co.ug -

www.min.co.ug

5,630 visitors per day
41,210.130.172
ES Uganda, Central Region, Kampala
h2ac.nl.ips.mtn.co.ug
9 sites use XXX.mtn.co.ug as [P Reverse DNS
E= Mtn Uganda
41.210.128.0 - 41.210.191.255 (16,384 ip) Other Sites on IP »
7/F, Eastern Plaza, Plot 594, Yusuf Lule Road, P.o.box 24624, Kampala
S Uganda
+256 312 120111, tel;+256-31-2120111

'.'-fWW.I'HdI'ITbCISH'-E.U(j

41.210.128.0/18

23 November 2020, 10:27°30

#91,125 position in world sites rating

Hide Map »
Chad Sudan Yemen
Gull ol Adi
Ethiopia
Somalia
G ———— e KONk e e
DRC
Tanzania
Angola
gamols Mozambique
Namibia Zimbabwe A

S

* Websiite [Live

Diagram
-(_'1 [:n‘rg:-. RE I:;; '
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c. Blacklight

Blacklight detected trackers on this page sending data to companies involved in online advertising. Blacklight
detected scripts belonging to the companies Alphabet, Inc. and Twitter, Inc.

« 3 C

® mincoug

Simple View

Lo Personal v Business v MTN MoMo v Cargers v

Collapse AY

3 © Advertising ~ B
1 TRACKER 1 BLOCKED

s Athvertising ]
Trackers Blocked: 2
Requests Modified: 1 M Site Analytics ~
Personal Page Load: RNk - RO =
MTN Senkyu e ' )
®  Restrict Site e Unknown %
Pause Ghostery - Gaogle ﬁ!
555, = =
( r\/} ] ) \I =
Sl KE/ st Vew

d. SSL Labs.
The website SSL scored A+ after it was analyzed by SSL labs.
https://www.ssllabs.com/ssltest/analyze.html?d=www.mtn.co.ug

SSL Report: www.mtn.co.ug (41.210.130.172)

Assessed on: Mon, 272 Nov 2020 0727 38 UTC | Hide | Clear cachs

Scan Another »

Summary

—

Hey Exchange

Cipher Strength

Visit our page for more

o guides, and books. Known issues are documented hare

This site works anty in browsers with SNI support.
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Airtel Uganda

Mobile Applications
Exodus Privacy Tool
My Airtel

The Exodus tool found code signatures of the following trackers; Apps Flyer, Google Firebase Analytics, and
Google Crashlytics.

https://reports.exodus-privacy.eu.org/en/reports/154595/

) E)(odus Home Reports Trackers Better understand The organization

% My Airtel

airtel

3 trackers €D permissions

Version 1.2.2 - see cther versions
Sourcer Google Play

eport created on Nov, 23, 2020, 2:24 pm,

See on Google Play >

3 trackers

We have found code signature of the following trackers in the application:

AppsFiyer >

Google Crashlytics >

fcﬂﬂl reporting

Google Firebase Analytics >

)

A tracker is a piece of software meant to collect data about you or your usages. Learn more..,

€2 permissions

We have found the following permissions in the application:

ii. Airtel TV
The tool couldn’t download and decompile the application’s apk.

https://reports.exodus-privacy.eu.org/en/analysis/258400/
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2. Website (https://www.airtel.co.ug/)

SSL lab.

The site scored A+ when it was assessed. The site had the latest TLS version.
Security Headers

The website’s SSL certificate scored a D after the assessment. The SSL certificate missed the following
headers; Content-Security-Policy, X-Content-Type-Options, Referrer-Policy, and Permissions-Policy.

Blacklight

Blacklight detected trackers on this website sending data to companies involved in online advertising.
Blacklight detected scripts belonging to companies like Facebook, Inc., LinkedIn Corporation and Alphabet,
Inc.

When you visit this website, it tells Facebook! The Facebook pixel is a snippet of code that sends data back
to Facebook about people who visit this site and allows the site operator to later target them with ads on

Facebook.

This website uses Google Analytics and seems to use its “remarketing audiences” feature that enables user
tracking for targeted advertising across the internet.

Mylp
According to the information collected from MylP website, the website is hosted in Nairobi, Kenya.
Ghostery

This extension tool identified three trackers namely; Google Analytics, Linkedin Analytics and Facebook
Connect.

https://www.ssllabs.com/ssltest/analyze.html?d=www.airtel.co.ug
https://securityheaders.com/?q=https%3A%2F%2Fwww.airtel.co.ug%2F &followRedirects=on
https://themarkup.org/blacklight?url=www.airtel.co.ug

https://myip.ms/info/whois/41.223.58.200/k/3158352025/website/www.airtel.co.ug

< C & arteleoug g

Smiple View

KERS ©F Block All

f) airtel PaY & REGHARGE PRODUCT STORE FINDER

Callapse Al

Power your home or office at only = ) e B
UGX 280,000.

v, sirtel co.ug e SR =] |m
Trackers Blocked: 2
Regquests Modified: 0 TS PP, P ST A |m
Page Load
(&) Social Media "
EARN E O Trustsite B
©  Restrct Site Facebook Connect
Pause Ghastery -
‘ : ON o1
e — =
K/ (Q) (@) E
\'x.__,, '-\_/ Lint View
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Africell Uganda.
Mobile Application
Exodus Privacy Tool.
On performing a new analysis on Africell’s mobile app using Exodus, no trackers where identified.
https://play.google.com/store/apps/details?id=com.africell.africell.africellapp

https://reports.exodus-privacy.eu.org/en/reports/149855/

(&) Exod us Home Repor= Trackers Better understand The erganization
africell Africell
o trackers @ permissions

Ser on Google Play >

it any tracker we & n the application
ot know

Atracker s 3 piece of software meant 1o collect daza about you of your uSagES. LEaln Mo k.,

© permissions

d the following permissions in the applic:

2. Website.

NOTE: As of 24th November, 2020, the website was partlally encrypted according to the security page info

generated by Mozilla Firefox. Parts oF the web-pages such as images were not encrypted.
SSL Server Test

The website scored a B after the test.

Security Headers

We got an error when we performed an analysis on the website.

“The target site took too long to respond and the connection timed out. Try again later.”

Blacklight Markup

Blacklight did not detect any third-party user tracking technology present on this website. This can mean that
this website is not tracking users.

MyIP
According to MylP, the website is hosted in Uganda.
https://www.ssllabs.com/ssltest/analyze.html?d=africell.ug

https://securityheaders.com/?q=https%3A%2F%2Fafricell.ug%2F &followRedirects=on

https://myip.ms/info/whois/197.157.8.15/k/848301909/website/africell.ug
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Uganda Telecom.
Mobile App (Msente)

Exodus Privacy tool couldn’t download the application from the google play store.

Reparts Trackers Better understand The organization

Jexodus  Home

Analysis done!

Unable to download the APK

2. Website (https://www.utl.co.ug/)

a. SSL Lab Server Test: This server accepts RC4 cipher, but only with older protocols. Grade capped to B.
b. Security Headers: Blacklight detected trackers on this page sending data to companies involved in online
advertising. Blacklight detected a script belonging to the company Alphabet, Inc. These included; Google

Analytics, Google Tag Manager.

c. Ghostery: The extension identified four trackers on UTL’s website. These include; Tidio, Google Analytics,
Google Tag Manager and WordPress stats.

https://www.ssllabs.com/ssltest/analyze.html?d=www.utl.co.ug

https://themarkup.org/blacklight?url=www.ut|.co.ug

C & utcoug

Ty Uitarled Whew

W) Home Abeut Business Solutiof

= [ Uparade ia 75 4 \CHERS of Biock Al
Vision & Values = Callagme &
Public Notices
Corporate Sodlal

P vt o B Essential

Responsibility

Careers

d. MylP

Trackers Blocked: 2
Requests Modlfled: 0

Page Load
O TrastSee
©  Restrict site
Pause Ghostery =
_J‘.I ‘ E]‘\
s \ Y J
A A

| THACKER

Google Tag Manager

Site Analytics
2TRACKERS OLOCHED

¥ Wordoress Stafs

The company hosts it’s website in Uganda according to N\ylp.is website.
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