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Foreword
In today’s digital age, data is more than just an asset—it is a cornerstone of innovation, trust, and responsibility. The way we manage, protect, 
and use data has never been more critical, especially as data breaches, privacy violations, and regulatory requirements grow increasingly 
complex. As organizations across Africa and beyond embrace digital transformation, the need for robust data protection practices has be-
come paramount.

This Compliance Guidebook for Data Protection is designed to provide a comprehensive roadmap for organizations striving to safeguard 
personal and sensitive data while adhering to evolving privacy laws. Inspired by the insights from the Privacy Score Card Report, this guide-
book draws from the Unwanted Witness methodology, best practices, challenges, and strategies that have been identified and documented in 
the different editions and the ongoing global conversation about privacy and data protection.

The Privacy Score Card Report, with its detailed assessments of privacy policies, practices, and adherence to legal frameworks, offers a critical 
tool for organizations to gauge their current standing and identify areas for improvement to ensure compliance. This guidebook takes those 
learnings and translates them into actionable, practical steps that organizations—whether large enterprises or small businesses—can follow 
to enhance their data protection efforts.

Here, you will find step-by-step guidance on key areas of compliance, including user consent, breach response protocols, and the integra-
tion of privacy by design principles. More than just a set of rules, this guidebook emphasizes the importance of a culture of compliance and 
accountability—one that permeates every level of an organization and is continuously updated to meet the demands of a rapidly changing 
landscape. 

As we move forward, the principles of transparency, accountability, and respect for privacy will continue to be the benchmarks by which 
organizations are measured. This guidebook serves as a valuable tool for building and maintaining those principles within your organization, 
helping you not only meet legal requirements but also foster trust with your customers, employees, and stakeholders.

Data protection is not just a legal obligation—it is a commitment to ethical practices and responsible stewardship of the information entrust-
ed to us. We hope that this guidebook empowers you to navigate the complexities of data protection with confidence and clarity, ensuring 
that privacy is respected and upheld in every facet of your organization’s operations. 

We invite you to use this guidebook as a resource and reference in your journey toward greater data protection compliance. The road ahead 
may be challenging, but with the right tools, knowledge, and commitment, it is a journey that will lead to stronger, more resilient organiza-
tions and a safer, more secure digital environment for all.

Ms. Freda Nalumansi

Research & Advocacy Lead, Unwanted Witness
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Introduction
The Compliance Guidebook by Unwanted Witness has been designed to provide organizations with a comprehensive framework for navigat-
ing and adhering to data protection laws. As more countries implement data privacy regulations, organizations face a growing need to moni-
tor and improve their compliance efforts. This guidebook aims to address these challenges, offering practical insights and a methodology for 
aligning with legal standards and fostering a culture of transparency and accountability in data handling.

At the heart of this guidebook is the Privacy Scorecard Report, a flagship initiative by Unwanted Witness that has inspired this resource. 
Since its inception in 2021, the Privacy Scorecard has served as a powerful tool to assess and track compliance with data protection laws 
across various jurisdictions. Initially focused on Uganda, it has evolved over multiple editions to include countries such as Kenya, Mauritius, 
Zimbabwe, Rwanda, and Tanzania, offering an increasingly comprehensive view of the region’s data protection landscape. The Privacy Score-
card evaluates organizations’ practices against local data protection laws and promotes best practices in privacy, empowering citizens and 
stakeholders to demand accountability and ensuring that organizations uphold their legal and ethical responsibilities.

This guidebook builds upon the foundational work of the Privacy Scorecard, outlining the methodology used to assess privacy practices and 
offering a practical approach for organizations looking to improve their own compliance. The guide will help organizations understand the 
core challenges posed by emerging data protection laws, including how to navigate compliance requirements and how to use the Unwanted 
Witness Methodology to evaluate and enhance their data protection efforts.

The scope of this guidebook includes an overview of key indicators used in the Privacy Scorecard, such as registration with national regula-
tors, transparency in privacy policies, data security measures, third-party data transfers, and internal data breach resolutions. By adopting the 
Unwanted Witness Methodology, organizations will be equipped to assess their privacy practices, identify areas for improvement, and align 
with evolving data protection standards. This guidebook aims to serve as a practical resource for organizations in any jurisdiction, helping 
them achieve not only compliance but also the trust of their stakeholders, being accountable and the protection of individuals’ privacy rights
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Chapter 1: Challenges with Data 
Protection Laws

Data protection laws, a critical pillar in safeguarding individuals’ privacy and personal information, present unique challenges 
for organizations striving to comply with ever-evolving regulations. These challenges vary across regions, sectors, and jurisdic-
tions, but they share common elements that organizations must navigate carefully to ensure compliance. This chapter outlines 
the key challenges faced by organizations in understanding and adhering to data protection laws, based on insights drawn from 
the Unwanted Witness Privacy Scorecard initiative.

1.1 Understanding Complex Regulations: Diverse Legal Frameworks and Dynamic Updates

One of the primary challenges organizations face when dealing with data protection laws is the complexity and diversity of regulations. 
Data protection laws are not uniform worldwide; each country or region can have its own legal framework with different requirements, 
procedures, and expectations. For instance, in East Africa alone, the laws governing data protection vary significantly across Uganda, Kenya, 
Rwanda, and Tanzania, each presenting distinct challenges.

In addition to the variation between jurisdictions, the continuous updates and amendments to data protection laws further complicate com-
pliance efforts. These laws are designed to adapt to new technological advancements and emerging privacy risks, requiring organizations to 
stay informed about changes. Organizations must invest significant resources into regularly reviewing these laws to ensure that their privacy 
practices remain aligned with the latest legal requirements.

1.2 Resource Limitations: Financial, Technological, and Human Capacity Constraints

For many organizations, particularly small and medium enterprises (SMEs), complying with data protection laws requires substantial finan-
cial, technological, and human resources. Implementing robust data protection practices—such as data encryption, privacy policies, and 
training staff on privacy regulations—can be expensive and require specialized knowledge.

Small organizations may struggle to allocate sufficient budget for legal counsel, data security infrastructure, or compliance monitoring tools. 
Similarly, human resources are often limited, with few staff members trained in data protection principles. This resource gap can result in 
non-compliance or poor data handling practices, increasing the risk of breaches or regulatory penalties.

Technological limitations also play a role in data protection compliance. Many organizations rely on outdated IT systems that may not offer 
the necessary security features to protect sensitive personal data. Ensuring that data protection measures are incorporated into all organiza-
tional processes, from data collection to storage and sharing, requires modern, secure systems that can be costly to implement and maintain.

1.3 Lack of Awareness: Organizations Often Unaware of Their Legal Obligations

A significant barrier to compliance with data protection laws is a lack of awareness within organizations about their legal obligations. Many 
organizations, especially those in sectors with limited direct interaction with personal data (such as logistics or manufacturing), may not fully 
understand the extent of their responsibilities when it comes to protecting customer data.

This lack of awareness can lead to several issues, including failure to register with national data protection regulators, inadequate privacy pol-
icies, and inconsistent data security measures. In some cases, organizations may not even realize that they are collecting personal data, much 
less that they need to protect it according to the law. This gap in knowledge is particularly prevalent in regions with emerging data protection 
laws, where organizations may not yet have internalized the importance of privacy compliance.

Unwanted Witness’ Privacy Scorecard has been instrumental in highlighting these knowledge gaps. Through its evaluation process, the 
Scorecard identifies organizations that fail to publicly disclose their data practices or demonstrate compliance with key data protection 
principles, such as transparency and security. This evaluation is crucial for raising awareness and pushing organizations to take their legal 
obligations more seriously.

1.4 Public Trust: Erosion of Trust Due to Non-Compliance 

The erosion of public trust is another major challenge linked to data protection laws. When organizations fail to comply with data protection 
regulations or when there is a perception of negligence in handling personal data, trust in both the organization and the data protection 
system as a whole can be severely undermined.

This loss of trust is particularly dangerous for organizations that rely on consumer data to drive business models. For example, in the e-com-
merce or financial sectors, a data breach or mishandling of personal data can lead to a sharp decline in customer confidence, loss of business, 
and potential legal consequences. As data privacy breaches become more publicized, individuals are becoming more cautious about where 
they share their personal information, making it critical for organizations to demonstrate transparency and accountability in their data 
practices.

Non-compliance or the failure to adequately protect personal data not only risks legal penalties but also jeopardizes the relationship between 
organizations and the individuals they serve. 

To restore and maintain public trust, organizations must take proactive steps to ensure their data protection practices are in line with legal 
requirements, and they must communicate these efforts clearly to their customers.
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1.5 Oversight: Insufficient regulatory capacities

Effective oversight relies on regulators having sufficient and skilled staff, technical expertise, and funding to continuously monitor organi-
zations’ compliance, enforce provisions, investigate complaints, resolve cases, adapt to new technologies, and impose measured sanctions as 
warranted.  

Several of the data protection offices are in their infancy and are not functioning as fully fledged authorities as they ideally should. They have 
limited staff and are not yet equipped for large-scale and rigorous enforcement to sufficiently supervise diverse industries including legacy 
systems and emerging technologies. 

1.6 Transparency and Accountability: Perceived shortcomings in Accountability 

      Culture

Norms and practices around proactive transparency, access procedures, ethical data use, security protections and reporting have not yet 
gained strong traction across the public and private sectors. Often, companies still consider data protection primarily through a legal lens 
focused on avoiding penalties rather than an ethical lens centered on consumer dignity. Notably viewed as burdensome obligations and not 
core duties to customers and public accountability. 

Fostering a culture that values user dignity, consent and control necessitates consciousness raising beyond compliance checklists to ethics 
principles. Whilst regulators and policymakers set the tone through awareness-raising, standards and incentives that make transparent data 
stewardship an expectation rather than an exception.

1.7 Emerging Technologies: Accelerated technological changes and integration

Data collection and processing capacities are being transformed in ways that pose unforeseen privacy risks by emerging technologies like 
Internet of Things (IoT), cryptocurrencies, artificial intelligence (AI), augmented reality and machine learning. 

Equally, narrowly defined regulations risk rapidly becoming outdated as new use cases and business models enabling more intrusive and 
opaque data gathering emerge across industries. The scale of data accumulated, granularity achieved, secondary uses catalysed and consent 
dilemmas heightened by new technologies create complex regulatory challenges. What constitutes lawful practice ought to be interpreted to 
adapt across domains. Regulators thus need both technology expertise and flexibility to apply core principles and protections to new con-
texts. Consultations with industry on steering evolving data ecosystems while respecting rights will be important. As technologies proliferate, 
interoperability and consent mechanisms must be strengthened to maintain user control.

1.8 Political and Social Tensions

Constraining transparency by state or private sector data controllers including surveillance overreach or hostility towards oversight by activ-
ists, civil society, public individuals, politicians, etc attributing ulterior motives. Equally as well, open accountability comes under threat in 
polarized or authoritarian environments-requiring particular vigilance and alternative means of external pressure. 

Multi-stakeholder processes bringing together stakeholders beyond ‘usual suspects’ often present opportunities to foster dialogue and de-es-
calation. Even amid restrictions, controllers should still strive for greatest achievable transparency with users and demonstrate commitment 
whilst, it’s imperative that regulators maintain independence and objectivity.
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Chapter 2: The Evolution of the 
Privacy Scorecard

2.1 Inception and Development

2021: Initial Focus on Uganda

The Privacy Scorecard was conceived in 2021 by Unwanted Witness as a response to the pressing need for accountability in data protection 
practices in Uganda. This initiative was spurred by the enactment of Uganda’s Data Protection and Privacy Act in 2019 and growing public 
concern over data misuse and breaches. The inaugural scorecard aimed to evaluate the compliance of data collectors and processors, ad-
dressing an urgent need to uphold transparency and accountability in personal data management. This innovative tool aimed to evaluate 
compliance with data protection laws among data collectors and processors, particularly as Uganda enacted its Data Protection and Privacy 
Act in 2019. The inaugural effort focused on assessing transparency, accountability, and the overall adherence of organizations to lawful data 
handling standards.

Subsequent Editions

The Privacy Scorecard has undergone a remarkable evolution across four distinct editions, each marking significant advancements in both 
geographic scope and methodological rigor. From its inception, it has steadily expanded to encompass a broader jurisdiction, adapting to 
the increasing complexity and diversity of data protection challenges. This evolution is ongoing, with each edition laying the groundwork 
for even greater reach and impact, as the Scorecard continues to grow into a comprehensive tool for monitoring and improving data privacy 
across an ever-wider landscape:

•	 1st Edition: The pilot assessment centered on Uganda, offering a foundational benchmark for local organizations against the Data 
Protection and Privacy Act of 2019 and the Data Protection and Privacy Regulations of 2021. This edition established a template 
for evaluating privacy policies and practices.

•	 2nd Edition: Building on the initial success, the second edition included Kenya, marking the first step toward regional collabora-
tion. This expansion was driven by the increasing regional focus on data protection, as Kenya’s Data Protection Act No 24 of 2019 
came into effect.

•	 3rd Edition: The third edition widened its focus further, incorporating Mauritius and Zimbabwe. These countries were selected for 
their proactive steps in enacting data protection frameworks and their strategic importance in Southern Africa’s data governance 
landscape.

•	 4th Edition: By the fourth iteration, the Privacy Scorecard adopted a comprehensive regional approach, covering Rwanda, Tanza-
nia, Mauritius, Zimbabwe, Kenya, and Uganda. This broader focus enabled a comparative analysis across diverse legal and cultural 
contexts, fostering a deeper understanding of regional privacy trends.

2.2 Objectives of the Privacy Scorecard

a)	 Fostering Trust Through Lawful and Ethical Data Practices
The overarching objective of the Privacy Scorecard is to foster trust among citizens and organizations by promoting lawful and 
ethical data handling practices. It achieves this objective by evaluating and scoring organizations based on a comprehensive set of 
criteria that assess their adherence to data protection laws, transparency, and accountability. Through its clear benchmarks, the 
Privacy Scorecard encourages organizations to adopt best practices in data privacy, including informed consent, data minimiza-
tion, and security measures. Additionally, it engages stakeholders by providing a platform for feedback, transparency reports, and 
continuous improvement, ensuring that both citizens and organizations are held accountable for responsible data management.

b)	 Empowering Citizens and Organizations
Through its evaluations, the Privacy Scorecard equips citizens with actionable information about how their personal data is man-
aged. This transparency empowers individuals to demand better practices from data collectors. Simultaneously, the tool serves as 
a guide for organizations to enhance compliance with data protection laws, setting a higher standard for accountability and ethical 
conduct.

2.3 Impact of the Privacy Scorecard

The Privacy Scorecard has delivered a transformative impact on the data privacy landscape, driving systemic changes and empowering key 
stakeholders. For instance, it revealed significant gaps in compliance in the e-commerce, telecommunication, and the financial sectors during 
its first edition, leading to targeted interventions and improved regulatory oversight. Another example is the adoption of its methodology by 
civil society organizations in Kenya and Uganda, which used the scorecard findings to advocate for amendments to national data protection 
frameworks.

a)	 Advocacy for Privacy Rights
By scrutinizing the data collection and processing practices of both private and public entities, the Privacy Scorecard has become a 
vital advocacy tool. Its evaluations have illuminated gaps in compliance, pressuring organizations to improve their privacy policies 
and practices. This has elevated public discourse on privacy rights, encouraging a culture of accountability.
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b)	 Standardizing Privacy Practices
The scorecard has established measurable criteria for assessing data privacy practices, enabling a standardized approach to compliance 
monitoring. This consistency has been instrumental in highlighting best practices, fostering a sense of competition among organiza-
tions to achieve higher privacy standards.

c)	 Empowering Stakeholders
The Privacy Scorecard serves as a resource for diverse stakeholders:

•	 Human Rights Advocates: Use the scorecard’s findings to lobby for stronger enforcement of data protection laws.

•	 Academics: Analyze the data for research on privacy trends and the effectiveness of regulatory frameworks.

•	 Regulators: Utilize the scorecard to identify areas requiring stricter oversight and intervention.

•	 Businesses: Leverage the scorecard’s methodology to benchmark their practices and enhance compliance.

d)	 Strengthening Regional Privacy Frameworks
The regional expansion of the Privacy Scorecard has fostered collaboration among countries in addressing shared data protection 
challenges through initiatives like joint capacity-building workshops, the development of shared policy frameworks, and ongoing 
regional dialogues and study visits. These efforts have facilitated knowledge exchange and helped align strategies for addressing 
cross-border data protection issues. By comparing practices across jurisdictions, the initiative has highlighted both successes and 
areas for improvement, driving harmonization of privacy standards in East and Southern Africa.
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Chapter 3: Privacy Scorecard 
Methodology

Through a meticulous process involving extensive peer review and quality control measures, organizations are assessed and credited based on 
their performance across seven key indicators within each category. These indicators provide a comprehensive view of how companies fare 
in terms of their privacy practices and policies.

Only publicly available privacy policies are eligible for assessment in this Scorecard. Private or internal standards, no matter how commend-
able, do not influence credit allocation in any category.

We aim to set ambitious yet practical standards in this scorecard, incorporating criteria already adopted by at least one organization. This 
approach ensures that we highlight existing and attainable best practices rather than theoretical policies.

Annually, we reassess the criteria used in previous years, making necessary adjustments to ensure the scorecard remains aligned with evolv-
ing technology policy trends. This report holds significance for human rights advocates, academia, data protection regulators, policymakers, 
and the business community. It also aids organizations in embedding a culture of data protection in their daily operations.

The Privacy Scorecard analyzes a criteria in the form of indicators, which are as follows:

1.1	 Registration With The National Regulator

The “Registration with the National Regulator” indicator in the Privacy Scorecard serves as a cornerstone in evaluating an organization’s 
dedication to data privacy and accountability. This criterion assesses whether an organization has formally registered with the relevant data 
protection authority in its jurisdiction—a fundamental step in aligning with data protection laws and demonstrating a commitment to safe-
guarding individuals’ privacy rights.

Registration with the national regulator is more than a procedural requirement; it signifies an organization’s willingness to operate trans-
parently and in compliance with established legal frameworks. This indicator emphasizes the critical role of regulatory oversight in building 
confidence among stakeholders, ensuring that personal data is handled responsibly and lawfully. By adhering to registration mandates and 
maintaining an active status, organizations not only reduce legal and reputational risks but also establish a strong foundation for fostering 
trust and upholding privacy as a core value within their operations and the broader digital ecosystem.

1.2	 Accessible Privacy Policy

The “Accessible Privacy Policy” indicator within the Privacy Scorecard report assesses the extent to which organizations prioritize transpar-
ency and accountability in their data handling practices. A publicly available and understandable privacy policy fosters trust and account-
ability between organizations and their users. It demonstrates a commitment to transparency and ethical data handling practices, enhancing 
the organization’s reputation and credibility in the eyes of stakeholders.

Ultimately, organizations that fulfill the criteria for the “Accessible Privacy Policy” indicator are credited within the Privacy Scorecard report, 
signaling their dedication to promoting transparency, accountability, and user empowerment in the realm of data privacy.

1.3	 Pre-Collection Data Transparency 

Companies/agencies must promise to oblige with the provisions of the respective Data Protection Laws and inform users clearly at the 
time of collecting their data about at least:

-	 who your company/agency is (your contact details, and those of your DPO if any)

-	 why your company/agency will be using their personal data (purposes)

-	 the nature and category of personal data being collected

-	 the legal justification for processing their data;

-	 for how long the data will be kept;

-	 who else might receive it;

-	 that they have a right to a copy of the data (right to access personal data) and other basic rights in the field of data protection 

-	 their right to lodge a complaint with the Regulator;

-	 their right to withdraw consent at any time;

-	 the information may be provided in writing, orally at the request of the individual when identity of that person is proven by other 
means, or by electronic means where appropriate. Your company/organisation must do that in a concise, transparent, intelligible 
and easily accessible way, in clear and plain language and free of charge.
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1.4	 Third-Party data transfer

The “Third-party Data Transfer” indicator within the Privacy Scorecard Report evaluates the transparency and accountability of organi-
zations regarding the transfer of personal data to third parties. This indicator serves as a crucial measure to ensure that data subjects are 
informed about the sharing of their personal information and the purposes for which it is shared. 

By providing clear and comprehensive disclosures in their privacy policies, organizations demonstrate their commitment to transparency 
and accountability in data handling practices. This not only empowers data subjects to make informed decisions about their personal infor-
mation but also fosters trust and confidence in the organization’s data processing activities.

1.5	 Practice Robust Data Security

The “Practice Robust Data Security” indicator within the Privacy Scorecard report evaluates the extent to which organizations prioritize and 
implement robust measures to safeguard the security of data they collect and process.

Organizations must demonstrate their adherence to data security measures as mandated by the respective Data Protection Laws governing 
their jurisdiction. These measures typically encompass a wide array of technical, organizational, and procedural safeguards designed to pro-
tect against unauthorized access, disclosure, alteration, or destruction of personal data. Companies subject to assessment under this indicator 
must showcase tangible evidence of their commitment to data security.

1.6	 Availability Of  Transparency Report

The “Availability of Transparency Report” indicator within the Privacy Scorecard Report serves as a pivotal benchmark for evaluating the 
commitment of organizations to transparency in their data handling practices. Companies must demonstrate the existence of a compre-
hensive report detailing the utilization and processing of personal data collected within a specified timeframe, typically a year. By providing 
insight into data processing practices, these reports empower users to make informed decisions about their privacy and better understand 
the implications of sharing their personal information.

The Availability of Transparency Report indicator underscores the importance of transparency in data handling practices. Companies that 
fulfill this criterion not only enhance their credibility but also contribute to a more transparent and accountable digital ecosystem, where 
individuals’ privacy rights are respected and upheld.

1.7	 Internal Data Breach Resolution

The Internal Data Breach Resolution indicator scrutinizes an organization’s privacy policy to determine if it explicitly outlines the mecha-
nisms in place to resolve internal data breaches. 
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Chapter 4: Sector-Specific 
Privacy Assessments

A. Key Sectors Evaluated

4.1 Telecommunications

The telecommunications sector serves as the backbone for modern communication, managing massive volumes of sensitive personal data, 
including call records, location data, and internet usage patterns. As data processors and controllers, telecom providers must comply with 
stringent data protection obligations to uphold consumer privacy rights.

4.1.2 Key Privacy Concerns:

•	 Data Collection and Storage-Telecom companies collect extensive data, such as subscriber information, communication metada-
ta, and location tracking. Evaluating how this data is stored and protected is critical to prevent breaches or misuse.

•	 Consent Mechanisms-Providers must implement clear, informed consent mechanisms for data collection and sharing.

•	 Third-Party Sharing: Telecom providers often partner with third parties, such as advertisers and service vendors. Transparency 
around these relationships and data-sharing purposes is essential.

•	 Government Interventions: Telecom firms often face legal mandates to share subscriber data with government agencies, raising 
concerns about privacy infringements.

4.2 E-Commerce

E-commerce platforms handle vast amounts of personal and financial data, including payment details, purchase history, and user preferenc-
es. As online shopping grows, so do privacy risks, necessitating strict compliance with data protection standards.

4.2.1 Key Privacy Concerns:

•	 Data Collection: Platforms must specify the types of personal data collected, such as name, contact information, and payment 
details, and provide transparency around usage.

•	 Data Retention: Clear policies on data retention timelines are essential to ensure data is not stored longer than necessary.

•	 Third-Party Transfers: E-commerce platforms often collaborate with logistics providers, payment processors, and marketing 
agencies. Disclosure of such third-party relationships is vital.

•	 Security Measures: Ensuring encryption of payment information and user data is a key expectation.

4.3 Online Betting

Online betting platforms, while rapidly growing, pose significant privacy risks due to the collection of sensitive personal and financial data. 
Issues surrounding transparency, data sharing, and security remain paramount.

4.3.1 Key Privacy Concerns:

•	 Transparency: Betting platforms must disclose how they collect, process, and store user data.

•	 Third-Party Partnerships: Many platforms use third-party software providers, raising concerns about data access and protection.

•	 Financial Data Security: Platforms must ensure robust data security measures to protect sensitive financial information from 
breaches.

•	 Addiction Monitoring: Platforms often monitor user behavior to promote responsible betting; however, clear policies on how 
such monitoring data is used are necessary to avoid exploitation.

4.4 Banking and Finance

The banking and financial sector handles highly sensitive data, such as account information, transaction history, and personal identifiers. 
Data breaches or misuse in this sector can have far-reaching financial and reputational consequences.

4.4.1 Key Privacy Concerns:

•	 Data Protection Measures: Financial institutions must implement strong encryption, secure transmission protocols, and data 
access controls.

•	 Transparency: Banks must clearly disclose their data processing activities, retention periods, and third-party data-sharing prac-
tices.
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•	 Compliance with Regulatory Frameworks: Institutions must comply with jurisdictional laws on privacy, such as Data Protection 
and Privacy Act 2021 of Uganda, or local equivalents.

•	 Breach Response Mechanisms: Establishing robust internal mechanisms for reporting and mitigating breaches is essential to 
safeguarding trust.

4.5 Insurance

The insurance sector collects and processes sensitive personal, health, and financial data, making it a high-risk area for privacy breaches. 
Strict compliance with privacy regulations is essential to maintain public trust.

4.5.1 Key Privacy Concerns:

•	 Transparency in Data Processing: Insurance companies must inform users about the purpose of collecting sensitive information 
and how it will be used.

•	 Third-Party Relationships: Insurers often work with medical examiners, claim processors, and other third-party agents. Transpar-
ent disclosure of these relationships is critical.

•	 Data Minimization: Companies should limit data collection to only what is necessary for policy underwriting and claims pro-
cessing.

•	 Security Measures: Ensuring the secure storage and transmission of sensitive data, such as medical records, is crucial to prevent 
unauthorized access.

4.6 Government Agencies

Government agencies collect vast amounts of citizen data for various purposes, including identification, social services, and national security. 
Given the scale and sensitivity of this data, government compliance with privacy laws is paramount.

4.6.1 Key Privacy Concerns:

•	 Transparency: Agencies must inform citizens about the purpose, legal basis, and retention period of collected data.

•	 Security Infrastructure: Governments must implement secure systems to store and process citizen data, minimizing risks of 
breaches.

•	 Citizen Rights: Clear mechanisms must be in place to allow individuals to access, correct, or delete their data.

•	 Surveillance and Oversight: Government surveillance programs must adhere to legal frameworks to avoid overreach and in-
fringement on privacy rights.

B. Emerging Trends

1. Privacy Risks in Mobile Apps

Mobile applications have become an integral part of daily life, offering convenience but raising significant privacy concerns. Apps often col-
lect excessive personal data, including location, contact lists, and device identifiers, sometimes without user knowledge.

Key Trends:

•	 Data Trackers: Mobile apps frequently use third-party trackers for analytics and advertising, which may lead to undisclosed data 
sharing.

•	 Inadequate Permissions Management: Many apps request access to data unrelated to their core functionality, raising questions 
about necessity and proportionality.

•	 Jurisdictional Variances: Mobile app privacy practices vary across regions, with stricter regulations in jurisdictions like the EU 
under GDPR compared to emerging economies.

•	 Transparency Deficits: Users often lack clear information about data collection, making it difficult to make informed consent 
decisions.

2. Comparative Analyses Across Jurisdictions

Privacy compliance frameworks differ significantly across regions, creating opportunities for comparative analyses to identify best practices 
and areas for improvement.

Key Trends:

•	 Harmonization Efforts: While global frameworks like GDPR set high standards, many regions are gradually adopting similar 
principles to align with international norms.

•	 Enforcement Disparities: Enforcement of privacy laws remains inconsistent, with developed regions demonstrating stronger 
regulatory oversight compared to some parts of the Global South.

•	 Localized Challenges: Jurisdiction-specific challenges, such as limited technical infrastructure, hinder effective compliance in 
certain regions.

•	 Evolving Best Practices: Comparative analyses highlight emerging best practices, such as mandatory privacy impact assessments, 
mandatory breach notifications, and transparency reports.
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Chapter 5: Steps for 
Implementing the Scorecard 

in Your Context
5.1 Preparation

Effective implementation of the Privacy Scorecard begins with careful preparation. This phase involves laying a strong foundation for the 
assessment process to ensure accuracy and impact.

5.1.1 Identify Key Stakeholders and Data Protection Frameworks

•	 Map Stakeholders: Identify organizations, regulators, civil society players, private sector actors, and data subjects who will be 
impacted by the assessment.

•	 Understand the Legal Framework: Familiarize yourself with local, regional, and international data protection laws applicable 
to your context. These include regulations like the General Data Protection Regulation (GDPR), the Kenya Data Protection 
Act, Uganda’s Data Protection and Privacy Act, and other relevant legislation.

•	 Engage Experts: Partner with legal experts, data protection officers, and technical analysts to interpret compliance require-
ments.

5.1.2 Secure Resources for Research and Assessment

•	 Budgeting: Allocate financial resources to cover personnel, tools, and publication costs.

•	 Human Capital: Recruit or assign dedicated team members for data collection, technical analysis, and report writing.

•	 Technical Tools: Identify tools needed for data validation and privacy policy analysis.

5.2 Evaluation

This stage involves analyzing the collected data against the scorecard’s indicators to assess compliance, accountability, and transparency.

5.2.1 Analyze Practices Using the Seven Indicators

•	 Registration with the National Regulator: Check whether organizations are registered with relevant data protection authori-
ties and verify active registration status.

•	 Accessible Privacy Policy: Assess the quality of privacy policies using these criteria:

	Public accessibility 

	Clarity and readability.

	Inclusion of all required data points 

•	 Pre-Collection Data Transparency: Evaluate if organizations provide comprehensive pre-collection disclosures, including 
identity, purpose, legal basis, and data subject rights.

•	 Third-Party Data Transfer:

	Validate disclosures of third-party recipients.

•	 Practice Robust Data Security:

	Verify that privacy policies outline security measures.

•	 Availability of Transparency Reports: Check if organizations publish detailed transparency reports on their data usage and 
third-party engagements.

•	 Internal Data Breach Resolution: Assess whether organizations outline clear and effective processes for addressing data 
breaches.

5.2.2 Use Technological Tools to Validate Compliance

•	 Privacy Policy and Website Analysis: Use tech tools to cross-verify compliance claims.
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•	 Data Consistency Checks: Ensure data practices mentioned in privacy policies match the actual implementation.

5.3 Reporting

The reporting phase involves compiling findings into a clear, actionable, and impactful report that stakeholders can use to drive change.

5.3.1 Disseminate the Report

•	 Share findings with key stakeholders, including regulators, civil society organizations, media, and the private sector.

•	 Organize launch events or webinars to discuss the report’s outcomes and recommendations.

5.4 Engagement

Driving meaningful change requires proactive engagement with stakeholders to foster collaboration and accountability.

5.4.1 Collaborate with Regulators, Civil Society, and Private Sector Players

•	 Regulators: Share findings with national data protection authorities to inform enforcement efforts and improve policy im-
plementation.

•	 Civil Society Organizations: Partner with advocacy groups to amplify findings, raise public awareness, and demand com-
pliance.

•	 Private Sector: Engage companies featured in the report to discuss gaps, propose solutions, and encourage adoption of best 
practices.

5.4.2 Promote Accountability and Transparency

•	 Organize roundtables, panel discussions, or workshops to:

	Share report insights with stakeholders.

	Build coalitions for stronger enforcement of data protection laws.

	Highlight positive examples of organizations leading in data privacy.

5.4.3 Empower Citizens and Data Subjects

•	 Develop educational campaigns to inform the public about their rights under data protection laws.

•	 Encourage citizens to use the scorecard findings to demand accountability from organizations that handle their data.
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Chapter 6: Leveraging Findings 
for Improvement

The Privacy Scorecard, as a comprehensive compliance monitoring tool, offers valuable insights into data governance practices, regulatory 
adherence, and transparency. By leveraging the findings of this report, organizations can drive meaningful improvements in their data pro-
tection frameworks, advocate for policy advancements, and foster public trust. This chapter outlines strategies for utilizing Scorecard insights 
effectively.

6.1 Internal Application: Enhancing Data Governance Practices

Organizations can use the Privacy Scorecard’s findings to identify gaps in their internal data protection frameworks and take proactive steps 
to address them. This section explores how insights from the Scorecard can translate into actionable improvements:

6.1.1 Strengthening Policy and Documentation

•	 Develop Accessible Privacy Policies: Ensure privacy policies are clear, concise, and prominently displayed. For example, a practi-
cal privacy policy template might begin with an overview of the organization’s commitment to privacy, followed by sections on data 
collection practices, user rights, and contact details for inquiries. This template can be tailored to specific needs while maintaining 
transparency and compliance. Use tools like the Hemingway Editor to ensure readability.

•	 Comprehensive Data Transparency: Include detailed information on data collection purposes, retention periods, third-party 
sharing, and user rights.

6.1.2 Technical Enhancements

•	 Data Security Protocols: Adhere to industry benchmarks, 

•	 Third-Party Transparency: Regularly audit data shared with third parties and align disclosures with actual practices. There are 
tools that can identify and analyze third-party trackers, offering insights into the entities accessing user data. While real-time 
tracking blockers and reports, enables organizations to rectify inconsistencies and maintain compliance.

6.1.3 Incident Management

•	 Internal Data Breach Policies: Implement clear procedures for reporting, investigating, and resolving breaches. Ensure timely and 
fair processing with accessible reporting channels for affected individuals.

6.1.4 Sector-Specific Improvements

Tailor data protection measures to address specific sector challenges identified in the Privacy Scorecard, such as those in telecommunica-
tions, e-commerce, or government agencies.

6.2 Policy Advocacy: Shaping Regulatory Landscapes

The Privacy Scorecard equips organizations with data-driven insights to advocate for stronger regulatory frameworks and promote best 
practices. Advocacy efforts can amplify systemic improvements across industries and regions.

6.2.1 Driving Legislative Reforms

•	 Highlighting Gaps: Use Scorecard findings to identify shortcomings in existing laws and regulations, such as inadequate breach 
notification requirements, transparent report requirements, or insufficient clarity in cross-border data transfer guidelines, as high-
lighted in previous Scorecard evaluations.

•	 Evidence-Based Advocacy: Present Scorecard data to regulators to support the introduction of comprehensive data protection 
measures.

6.2.2 Encouraging Regional Harmonization

•	 Advocate for the alignment of data protection laws across jurisdictions to streamline compliance for multinational organizations.

•	 Promote the adoption of model laws inspired by best practices observed in the Scorecard’s evaluated countries.

6.2.3 Capacity Building

•	 Collaborate with regulators to develop training programs and resources for organizations to improve compliance and enforcement.

•	 Support public awareness campaigns to empower citizens with knowledge about their privacy rights.

6.3 Building Public Trust: Enhancing Reputation and Stakeholder Confidence
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Transparent and ethical data governance fosters trust among stakeholders, including customers, partners, and regulators. The Privacy Score-
card provides organizations with a pathway to demonstrate their commitment to privacy.

6.3.1 Communicating Transparency

•	 Publish comprehensive transparency reports detailing data usage, sharing practices, and accountability measures.

•	 Use plain language and accessible formats to communicate privacy policies and updates.

6.3.2 Showcasing Compliance Achievements

•	 Highlight strong performance in the Privacy Scorecard as part of organizational communications and marketing efforts.

•	 Leverage third-party endorsements, such as recognition for best practices in data protection.

6.3.3 Engaging Stakeholders

•	 Proactively address public concerns about data usage and privacy by sharing actionable steps taken to improve compliance, such 
as conducting regular data audits, publishing detailed privacy impact assessments, and implementing user-friendly opt-out mech-
anisms for data sharing.

•	 Create forums for dialogue with customers and civil society to foster mutual trust and collaboration.

6.4 Practical Application of the Privacy Scorecard

6.4.1 Case Study: An online transport Company

A telecommunications company initially faced challenges with third-party data transfer transparency, stemming from unclear agreements 
and a lack of public disclosures. These gaps hindered compliance efforts and eroded customer trust, highlighting the need for immediate 
remedial actions. By applying the Scorecard’s findings:

•	 Improved Practices: Conducted a thorough audit of third-party data-sharing agreements and updated disclosures.

•	 Enhanced Communication: Redesigned its privacy policy to include detailed descriptions of shared data types and purposes.

•	 Results: Achieved higher compliance scores in subsequent Scorecard editions, improving public perception and customer trust.

Sector-Wide Impact

Industries such as banking and online betting have used Privacy Scorecard findings to:

•	 Address specific challenges, such as ensuring secure data storage and enhancing user privacy safeguards.

•	 Advocate for uniform standards to reduce disparities in sectoral data protection practices.
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Chapter 7: Sustaining Compliance
Organizations operating under data protection laws must ensure ongoing adherence to legal and ethical standards, safeguarding the rights 
and privacy of individuals. Sustaining compliance is a dynamic, iterative process that requires organizations to continuously adapt to evolv-
ing regulatory environments, technological advancements, and societal expectations. Drawing insights from Unwanted Witness’s Privacy 
Scorecard Report, this chapter outlines strategies for sustaining compliance effectively.

7.1 Understanding the Evolution of the Privacy Scorecard

The Privacy Scorecard—launched in 2021 by Unwanted Witness—has evolved into a comprehensive tool for monitoring data protection 
compliance. Initially focused on Uganda, it has expanded over four editions to include Kenya, Mauritius, Zimbabwe, Rwanda, and Tanzania. 
The Scorecard serves as both an evaluative framework and a catalyst for systemic change in data privacy practices across various sectors. By 
emphasizing transparency, accountability, and ethical data usage, it empowers citizens and holds organizations accountable for lawful data 
practices.

7.2 Core Features of the Privacy Scorecard

1.	 Empowerment Through Information: The Scorecard promotes the principle, “If you must collect it, you must protect it,” encour-
aging ethical data collection and protection practices.

2.	 Sector-Wide Assessment: By evaluating organizations across telecommunications, e-commerce, banking, insurance, online bet-
ting, and government agencies, the Scorecard highlights industry-specific challenges and best practices.

3.	 Public Accountability: It relies solely on publicly available data, fostering transparency and encouraging regular updates to privacy 
policies and practices.

4.	 Annual Reassessment: Regular updates ensure alignment with legal and technological advancements.

1.3	 Strategies for Sustaining Compliance

7.3.1 Strengthening Foundational Compliance

7.3.1.1 Registration with the National Regulator
Being registered with the relevant data protection authority demonstrates a foundational commitment to compliance. Organiza-
tions should:

•	 Maintain active registration status and renew it as required.

•	 Update the regulator about any significant organizational changes affecting data processing activities.

7.3.1.2 Accessible Privacy Policies

Transparency begins with clear, accessible privacy policies. To achieve this:

•	 Ensure policies are prominently displayed and written in plain, comprehensible language.

•	 Regularly update policies to reflect changes in data handling practices or legal requirements.

1.4	 Enhancing Data Transparency
7.4.1 Pre-Collection Data Transparency
Organizations must provide comprehensive, easily accessible information at the point of data collection. This includes:

•	 The identity and contact details of the data controller and Data Protection Officer.

•	 A clear explanation of the data’s purpose, categories, retention period, legal basis for processing, and third-party 
recipients.

•	 Users’ rights, including access, correction, deletion, and complaint mechanisms.

Transparent communication fosters trust and reduces the risk of disputes or legal challenges.

7.4.2 Third-Party Data Transfers

Accountability extends to data shared with external entities. To sustain compliance:

•	 Disclose all third-party entities and the purpose of sharing data.

•	 Align disclosures with technical analysis of third-party trackers.

•	 Conduct regular audits to verify the consistency between policy statements and actual data-sharing practices.

7.5 Practicing Robust Data Security

Data security is central to compliance. Organizations should:
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•	 Ensure secure storage and transmission of personal data using reliable encryption technologies.

•	 Employ skilled personnel to manage data security protocols.

•	 Conduct regular technical assessments, including SSL Server and Security Header tests, to identify and address vulnerabil-
ities.

•	 Clearly outline data security measures in the privacy policy.

7.6 Building Transparency and Trust

7.6.1 Transparency Reporting

Publishing detailed transparency reports enhances accountability and public trust. Key components include:

•	 Clear documentation of data usage, both internally and externally.

•	 Annual disclosures that outline measures taken to protect data.

•	 Insights into data processing trends, breaches, and corrective actions.

7.6.2 Internal Data Breach Resolution Mechanisms

Having robust mechanisms to handle data breaches minimizes risks and demonstrates responsibility. Effective mechanisms include:

•	 Clearly defined reporting channels for breaches.

•	 Transparent investigation and remediation processes.

•	 Timely updates to affected individuals and stakeholders.

7.7 Adapting to Sector-Specific Challenges

The Privacy Scorecard highlights sector-specific privacy practices, enabling targeted improvements. For example:

•	 Telecommunication: Ensure robust measures to secure consumer data against unauthorized access.

•	 E-Commerce: Emphasize transparency in data collection practices and secure payment information.

•	 Government Agencies: Implement strict controls to protect sensitive citizen data from misuse.

7.8 Fostering a Culture of Continuous Improvement

7.8.1 Comparative Performance Analysis

Regularly comparing performance with industry benchmarks fosters a culture of accountability. The Privacy Scorecard’s annual assessments 
offer valuable insights into trends, helping organizations identify areas for improvement.

7.8.2 Training and Awareness

Regular staff training on data protection laws and ethical data practices is critical. Organizations should:

•	 Conduct periodic workshops and simulations.

•	 Stay informed about emerging privacy risks and legal updates.

7.8.3 Engaging Stakeholders

Collaboration with regulators, human rights advocates, and the public promotes a more inclusive approach to compliance. Sharing best 
practices and learning from peer organizations can accelerate progress.
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Conclusion
As data protection laws continue to evolve across various regions, organizations must remain committed to adhering to the highest standards 
of privacy and compliance. The Privacy Scorecard has proven to be an invaluable tool in monitoring and enhancing data protection practices, 
providing a clear benchmark for organizations across Uganda, Kenya, Tanzania, Mauritius, Zimbabwe, and Rwanda. Over the years, the Pri-
vacy Scorecard has expanded its scope, evaluating key indicators that address transparency, accountability, and the protection of individuals’ 
privacy rights. From assessing registration with national regulators to scrutinizing internal data breach resolution practices, the Scorecard 
serves as a critical resource in fostering ethical data handling across diverse sectors.

This guidebook, inspired by the Privacy Scorecard, is designed to support partners and organizations in their ongoing journey toward com-
pliance with data protection laws. By following the practical steps outlined here, organizations can effectively monitor, evaluate, and enhance 
their data handling practices, ensuring they align with legal requirements and ethical standards.

The responsibility to protect personal data is not merely about fulfilling regulatory requirements—it’s about building and maintaining trust 
with individuals whose data is collected, processed, and stored. Proactive compliance and accountability are key to safeguarding this trust 
and mitigating potential risks in an increasingly digital world.

Call to Action

Now, more than ever, organizations must prioritize proactive compliance with data protection laws. Regular monitoring, transparent prac-
tices, and a commitment to ethical data use are essential in ensuring that data subjects’ rights are respected. 

As stewards of sensitive information, it is crucial to be transparent, accountable, and responsive to the needs of individuals whose data is in 
your care.

We urge all stakeholders to take immediate action—strengthen your data protection frameworks, ensure compliance with local laws, and 
foster a culture of privacy within your organization. By doing so, you not only mitigate risks but also contribute to a more secure, transparent, 
and privacy-conscious digital ecosystem for all. The future of data privacy depends on our collective efforts to build a world where data is 
protected, used responsibly, and handled with the utmost respect for individual rights.
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